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e Defining the FEA-SPP

* Visualizing an Architecture

e The SPP-FEA Methodology
e Validating the FEA-SPP
 Recent Activities / Next Steps

e Points of Contact
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Defining
the FEA-SPP

The FEA-SPP can help to develop effective
Information security and privacy solutions in
the context of an agency’s business
requirements and architecture
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Defining the FEA-SPP
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The Federal Enterprise

Architecture — Security and

Privacy Profile (FEA-SPP) was
developed by the Office of Management
and Budget and the Federal CIO Council
to provide best practices and
recommendations that promote the
successful incorporation of information
security and privacy into an
organization’s enterprise architecture
and to ensure appropriate consideration
of security and privacy requirements in
agencies’ strategic planning and
Investment decision processes.

FEA-SPP v2.0 was published in June

2006 and can be downloaded at:
http://www.whitehouse.gov/omb/egov/documents

.
_ 4 THE FEDERAL EI’TERPRlSE ARCHITECTURE

SECURITY AND PRIVACY PROFILE
Verson 2.0

A Foundation for Government-wide Improvement

Federal Enterprise Architecture Program Management Office
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Defining the FEA-SPP
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The FEA-SPP is voluntary and does not replace existing law or guidance
regarding the classification or protection of federal information and systems,

including the following examples:

Security / Privacy Topic

Law / Guidance

Legal requirements for the protection
of Federal information and IT systems

Legal requirements to protect personal data

Standards for Security Categorization of
Federal Information and Information Systems

Minimum Security Requirements for Federal
Information and Information Systems

Management of Federal Information
Resources

Recommended Security Controls for
Federal Information Systems

Federal Information Security
Management Act of 2002

Privacy Act of 1974

Federal Information Processing
Standards (FIPS) Publication 199

FIPS Publication 200

Office of Management and Budget
Circular A-130

National Institute for Standards
& Technology Publication 800-53

A

5
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Defining the FEA-SPP
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All agencies seek to improve their mission performance. Architecture is a
management practice to maximize the contribution of an agency’s
resources to achieve its mission. Architecture can establish a clear line
of sight from investments to measurable performance improvements
whether for the entire enterprise or a portion (segment) of the enterprise.

Level Scope Detail Impact Audience
Enterprise Agency/ . Strategic All
Architecture Organization Outcomes Stakeholders
Segment . . /

- Line of | . Business Business
Architecture Business Medium  W— Baiiaes
Ar?:(l)mli:g:::re Function/ Hiah Operational Users and

Process 9 Outcomes Developers
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Defining the FEA-SPP
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The figure below illustrates the relationship of architecture segments
across multiple agencies. A single agency contains both core mission
area segments and business services segments. Enterprise services are
those cross-cutting services spanning multiple segments.

Segments can be leveraged st
2 Dhvisas
within an agency, across f era
OB,
FHE,

several agencies, or the
it i Al

entire federal government.

Security Management is an
enterprise-level service, and
the FEA-SPP is the OMB-
recommended method to
design and implement this
type of service in enterprise
and segment architectures.

Enterprise
Sarvices

Core Mission Area
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Defining the FEA-SPP
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FEA-SPP is a 3-stage method for developing enterprise-level information
security and privacy solutions within and across architecture segments.

FEDERAL ENTERPRISE ARCHITECTURE SECURITY AND PRIVACY PROFILE

Identify and document security Assess unmet requirements. Evaluate proposed solutions
and privacy requirements Assess current and planned capabilities. and select solutions that
and capabilities. Evaluate trade-offs between best fit enterprise needs.

alternative solutions.

The FEA-SPP compliments existing law and guidance, and goes beyond
program-level approaches by enabling an agency to capture information
security and privacy requirements/solutions at an enterprise level
through the agency’s architecture and capital planning processes.

Performance Improvement Lifecycle

Agency P R IR\ [P SR———EN \ Strategic
Strategy : Archltc ' : e Results
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Defining the FEA-SPP
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FEA-SPP provides an enterprise level

approach to security and privacy
solution development,
which is different from
program-level approaches

Program Approach

Enterprise Approach

An enterprise-level approach looks at
workflow, information exchanges, services,
systems, and infrastructure in the context

Stage I— What are my program'’s needs and How do my program’s needs and

Identification capabilities? capabilities relate to those of my agency?

Stage ll— How can | effectively and cost Can | reduce costs by leveraging cummently

Analysis efficiently address outstanding deployed Federal agency solutions?
nesds?

Stage lll— Have | requested adequate funding | Have | requested adequate funding to

Selection to accomplish programmatic accomplish mission goals in a manner
goals? consistent with my agency’s security and

privacy requirements?

Are security and privacy features of
investments coordinated across the
organization?

of the agency’s overall mission and goals
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Defining the FEA-SPP
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Examples of enterprise-level security and privacy
solutions that can be enabled by the FEA-SPP:

* Identifying security controls for a multi-agency grants management system
with tie-ins to the Grants.Gov web portal.... then contributing a generalized
version of the solution to Core.Gov for component re-use by other agencies

 Designing HIPPA-compliant data access controls for an electronic patient
record system that serves multiple hospitals

 Establishing a common security buffer zone for an agency’s internal networks

« Identifying requirements and solutions for the protection of personally
identifiable information (PII) used during field inspections on laptops/PDAs

« Complimenting Service-Oriented Architecture efforts by designing reusable
security controls for shared services across agency business units

The FEA-SPP works at all levels of the enterprise architecture]

10



Defining the FEA-SPP
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The FEA-SPP addresses information security
and privacy from a business-centric enterprise
perspective. The FEA-SPP integrates the
disparate perspectives of program, security,
privacy, and capital planning into a coherent
pProcess, using an organization’s enterprise
architecture for context and consistency.

The Federal Enterprise Architecture provides
a common language for discussing security
and privacy in the context of Federal
agencies’ business and performance goals,
enabling better coordination and integration of
efforts and investments across organizational
or business activity stovepipes.

Security Privacy
) Qo
g Identification =
= >
9 =
< o
ki <

11
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Visualizing
an Architecture

A Practical Guide to Federal Enterprise
Architecture defines enterprise architecture as
“a strategic information asset base, which
defines the mission, the information necessary
to perform the mission, and the transitional
processes for implementing new technologies
In response to the changing mission needs.”

12

%



Visualizing an Architecture
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Enterprise architecture (EA) is a technique for documenting, evaluating, and
planning an organization’s business objectives and the business activities,
information, standards, and capabilities that support those objectives.z
Agencies typically maintain two versions of their enterprise architecture. The
version that portrays the existing enterprise, the current business practices
and the associated technical infrastructure is defined as a baseline or as-is
architecture. The as-is architecture can be used to reduce costs and increase
interoperability by helping organizations become aware of and reuse existing
assets and develop enterprise solutions with reuse and interoperability in
mind. Understanding and establishing reusable components is an integral part
of continuously improving an organization’s IT portfolio management.:

The enterprise architecture also describes the desired future state for an
organization—called the target or to-be architecture. Like the as-is
architecture, the to-be architecture defines business objectives and supportive
activities in both business and technical terms. Organizations move from the
baseline state to the target state through a sequencing or transition plan.

Source: SPP v2.0, page 5.

13

%



Visualizing an Architecture
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There are many approaches to modeling
the current and future states of an
enterprise. Federal agencies are free to
select any approach; however, all Federal
agency enterprise architectures must map
to the Federal Enterprise Architecture’s
five reference models. This mapping
facilitates cross-agency analysis and
identification of gaps, duplicative
Investments, and opportunities for
collaboration within and across agencies.
The reference models are used to better
understand current organizational activities
and capabilities by describing them in
standard terms that are recognized across
the Federal government.

Source: SPP v2.0, page 6.

DoD
Architecture
Framework

(DODAF)

Federal EA Reference Models

and Security & Privacy Profile
p

14
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Example:
U.S. Department
of Transportation

Federal
Railroad
Administration

COT
Entsrprise
Archiecturs
DOT 70, ARE)

(

<

Wizzion
Spediic

Architeciures <
(O CIOS)

Ceparimeant
Lewel
Common -«
Architectures
[DOT EARIACY)

el

O MB Enterprise Architecture Paolicy

DOT Enterprise Architecture Policy — Federated Model

o | = |Z |5 o % & ol = 2 | m
= | = O — =1 = =
OMB E-Gaov Inttiatives / Other DOT Initiatives
DOT Common Operating Architecture

DOT Common Acoess Architecture
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Visualizing an Architecture

ot s oy e aeaiios Federal Railroad Administration

P

Strategic
Goals pp\

Business
Processes

Information
and Data Flows

Systems and

Applications FEAF

Technology
Infrastructure
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The Federal Enterprise Architecture (FEA) is a business-based framework
for government-wide improvement. It describes the relationship between
business functions and the technologies and information that support
them. The FEA is being constructed through a collection of interrelated
"reference models" designed to facilitate cross-agency analysis and the
identification of duplicative investments, gaps, and opportunities for
collaboration within and across federal agencies. (OMB Circular A-11, Part 7)19

Federal Enterprise Architecture (FEA)

@ Performance Reference Model (PRM)

=

F
E
e Government -wide Performance Measures & Outcomes I\
» Line of Business -specific Performance Measures & Outcomes o s
o
@ 3
c - e
oL —} Business Reference Model (BRM) § ¢
= D - - D
Na « Lines of Business 3 u
i). = Agencies, Customers, Partners r
g9 W 1
- = Q
% ‘E > Service Component Reference Model (SRM) § ;
g-'.-?; « Service Layers, Service Types >z
=} =]
23 * Components, Access and Delivery Channels = P
w QO @ r
~ 0
= _> Technical Reference Model (TRM) 8 (o]
= f
= Service Component Interfaces, Interoperability i
» Technologies, Recommendations |
e

)y Data Reference Model (DRM) \/ dC

* Business fecused Data Standardization
* Cross-agency Information Exchanges

<_
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Federal Enterprise Architecture (FEA)

@ Performance Reference Model (PRM)

=

jusuodwo)

e Government -wide Performance Measures & Outcomes
» Line of Business -specific Performance Measures & Outcomes
o
c a
SE =) Business Reference Model (BRM)
= . .
N'®  Lines of Business
S e Agencies, Customers, Partners
8o
% § _> Service Component Reference Model (SRM)
o . o
a—.%? e Service Layers, Service Types
© .
2 g e Components, Access and Delivery Channels
w
~ 0
=y

_} Technical Reference Model (TRM)

e Technologies, Recommendations

_> Data Reference Model (DRM)

e Business fecused Data Standardization
e Cross-agency Information Exchanges

<

e Service Component Interfaces, Interoperability

S9IN1091IYdJy paseg

\/

D=—=—=hO= T Cea==CCOODW XM
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Visualizing an Architecture

Strategic Outcomes

*
*
x

» COUN
*

al Enterprise Architecture (FEA)

'\

Performance Reference Model (PRM)

Performance
Reference
Model
(PRM)

nt -wide Measures & Outcomes

« Line of BU

|—p Business Reference Model (BRM)
~ Lines of Business
- Agencies, Customers, Partners

» Service Reference Model (SRM)
~ Service Layers, Service Types

« Components, Access and Delivery Channels

|———p Technical Reference Model (TRM)
- Service Component Interfaces, Interoperabil
« Technologies, Recommendations
L) Data Reference Model (DRM)
\/ « Business fecused Data Standardization
« Cross-agency Information Exchanges

CIL ¥

Mission and Customer
Business Results . . o
Results e OUTCOMES: Mission and business-critical

«Services for Citizens SsatiSf?Cﬁgg results aligned with the Business
g i *Service Coverage
Support Delivery of Timelness & Reference Model. Results measured from
Mal t of Responsiveness .
Govr:e?gremnﬁtn Rgsources +Service Quality a customer perspectie.
«Financial *Service Accessibility

OUTPUTS: The direct effects of day-to-day
activities and broader processes measured
as driven by desired outcomes. Aligned
with the Mode of Delivery in the Business
Reference Model.

Processes and Activities
Financial *Quality
*Productivity and Efficiency *Management & Innovation
*Cycle and Resource Time

/ \

People
*Employee Satisfaction &
Quality of Worklife
*Recruitment & Retention
«Employee Development
<Employee Ratios

Technology
«Financial
«Quality & Efficiency
Information & Data
Reliability & Availability
«User Satisfaction

Other Fixed
Assets
«Financial
«Quality, Maintenance, &
ficiency
*Security & Safety
«Utilization

INPUTS: Key enablers measured
through their contribution to out puts —
and by extension outcomes

Value

19
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The PRM structure is designed to clearly articulate Line of Sight —
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the cause and effect relationship between inputs, outputs and outcomes

Percent of

internal
users

satisfied

Percent
system
downtime

Fireamms
Integrated
Technology

Percentage of
attempted
sy stems
penetrations

av erted

Maintenance
costs as
percentage of
total costs

WHAT

HOW

Background Number of
checks background
checks
Food
inspections Number of
food

inspections

Number of
vehicle
searches

Number of
weapons
checks

Individuals Average
wishing to wait time at
e g Border
Inspection
Station

Percent
satisfied with
Border
Inspections

Individuals
subject to

Less crime
and
wlence

Safer food

apons

checks Numbe_r of
complaints
Individuals about Bgrder
subject to Inspections
background
checks

Percent of
crimes
committed
using
illegally
imported
weapons

Percent of
health
incidents
attributable to
illegally
imported food
substances

Secure
the
Home-
land
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. Defense and Netional Se curity | services for Enviranmarfal Manageme nl
B u S l n eSS Hemelond Securby Metural Resounces

f infelligence Operolions Educalion Disaster Monogeme nt
Re eren C e Lerd Enforcem ent Ene Community and SocinlSerdices
Infemoticnal Aftoir and Commerce He ;Ehr Ecenomic Devale pment

MO d el Litigetion and Judicial sctivifies Trans pa detian Warkdaree Monagement
Camectie nal At fles Income Secumty Geneml Schenee and Innevation

(BRM)

Gavemment e e a D leary Mode of Finanelal Ve hle les
Direct Servic et for CHien: Delnveny Federal Finonebal Asskbanc

Knowledge Creation ond Agmi Credit and Insuranc s
Fublic Goads Crealisn ond Mgml Tronsfe s fo Stoles & Local
Regulalory Complionce and Enfercament Govammants

1 Federal Enterprise Architecture (FEA)

Performance Reference Model (PRM)

it Performance Measures & Outcomes
« Line of Business -specific Performance Measures & Outcomes.

uoduioy

Business Reference Model (BRM)

o [
—p  Service Component Reference Model (SRM) H i L 3 i
i | st Controls and Ove csight
e | | Regulatory Davelopmant TRk Mt e A on
« Technologies, Recommendatons | Planning ond Rerourcs Allocedion Intemal Risk Mgmt and Mitigation
ey | : et it ot
i &
Supply Chain Management > Management ':'1'_ Adminkirative Monagemeni
W w £
Human Ressurce Manogeme it Fovemment Resources Infarmetion and Technalo gy Mgmi
Finnmne lal Manogement
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Service
Reference
Model
(SRM)

Customer

Lustomer Ralationship Manogement [(RM]

F Avtomation Services

H

Trocking and Workflow Routing and Autemation
Business Monogement Services

Mancgement of Process Supply Chain Manegemant
Iavedtrent Managomant

Dightal Asset Services

Content Momsgamest Dacuenent Monagomsenet
Knowledga Manogamen: Rocords Monagoment

Business Analytical Sendces

Anakysit and Stobistis Visualizahon
Business Intelligonce Beporting

Back Office Servces
Dok Mosageman| Asgety | Martorials Manogoeman

Humes Rossuites Davalopmant o |alegration
Fismncial Manogsman Human Copital | Workloscs Monogomant

= = = e 3 = i -
|

|

. = —-J

Sotutity Managamond = i Communigziien
Sptems Manogersent | Support Services | Callabarstion
Form : Seanch
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Technology
Reference
Model

(TRM)

Service

Dslivery Channels
Inberried, | mbrasst

coets Choneels

Wiraless | PO Devico
Collabsrotion [ Commenitotion  Pesr o Poar (FIP)
Other Bedroaic Chammels

Certificases | Digitel Signatwn  Startic Disphay

Access nd

Hestling

Wirtwal Private Network [VEN)
Soron

| Lomponent Framework .

i-mr:mrlm ond |megration

Duta Foemad | Clasablication

Data Types [ Velidotion
Data Tramtlormation

fncvics Tronsport
Lagislative / Complions Haobwork Sorvices

Murthentication | Single Sign-On

TR Y ———

Busdoess Logis Paty faoggsosnl
Platherm ladepend ont Database Cannactivity
Dymamic Server-Side Disploy  Platferm Depanden Roporting and Analysi
Content Rendering

Wirnless | Mekila | Vioico

Sarvics Description [ Interfoe
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Data
Reference
Model
(DRM)

BUSINESS CONTEXT

Subject Area
—

Super Type

Federal Enterprise Architecture (FEA)

Performance Reference Model (PRM)

Component Reference Model (SRM)
= Service Layers, Service Types
- Components, Access and Delivery Channels

- Sen
« Tect

INFORMATION FLOW

Information
Exchange Package

DATA ELEMENT
DESCRIPTION

Data Object

Data Property

Data Representation
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% P
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Federal Transition
Framework (FTF)

The FTF uses a simple,
familiar and organized
structure. It contains
government-wide IT policy
objectives and cross-
agency initiatives including:
OMB-sponsored initiatives,
e.g., E-Gov and Line of
Business initiatives,
Government-wide initiatives
such as Internet Protocol
Version 6 (IPV6), Homeland
Security Presidential
Directive 12 (HSPD 12)

Initiative Layer
Support implentation

Cross-Agency Initiative Community of Interest

Prbvides federal guidance

Strategy and Performance Layer

[PRM Measurement Area|
Tngudes

Creates

Produces "
Requirement

Includes
|PRM Measurement Category H Outcome

Implement -
LA Business Layer

|BRM Line of Business|
I jLuges

belongs to

|BRM Business Subfunction |‘_

|Common Business Process

Information used in process

Contains
Taxonomy Topic Data Layer
Refers To Queries Accesses

| Entity |-\;{ Exchange Package Iﬁ Query Point}%-{ Data Asset |

ice Component Layer

SRM Service Type Maps te
¥ WEH Shared Service
I Component Reposito
Maps to P P y

Available through

[SRM Service Component <~

Shared Component

TP

Technology Layer

Maps to
[TRM Service Category <<———— SmartBUY Agreement
¢

Contains
\Approved Federal Technology Standard
Maps to
Implements
TRM Service Standard GOTS Product
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Models FEA Security and Privacy
Factors Expressed as

Dptions Analysis

* Liza of PR will iovodve fwo pezssa
1| iferfifidngg ints pantymanca gnals
2] Asgasaing resafng conkods it performisTos.

Line of Business/Process
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Sacurity
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Visualizing an Architecture

FEA Reference FEA Reference FEA Security and Privacy
Models Model Description Considerations
Performance Mission-related goals, Describe security and privacy performance standards necessary for
Reference Model objectives, and metrics  achieving mission performance standards and legal compliance.
Business Agencies’ functions Describe the security and privacy ramifications of agency
Reference Model and sub-functions business functions.
Describe security and privacy-specific support functions.

Service Mission- supportive Describe the security and privacy requirements and features of
Component processes and misslon-supportive processes and technologies.
Reference Model  technologies Describe dedicated security and privacy processes and technologies.
Technical Categorizing relevant Describe the security and privacy ramifications of deployed standards
Reference Model standards and and technologies.

technologies Establish enterprise standards for security and privacy delivery.
Data Standardizing Categorize data to identify mission-supportive and compliance -driven
Reference Model data description, security and privacy requirements.

categorization,

and sharing

Evaluate data sharing behaviors to assess and address security and
privacy ramifications.

27
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Visualizing an Architecture
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The FEA asks Federal agencies to look at their operations from common
business, performance, service, technology, and data views; which are
incorporated into Reference Models. The FEA-SPP works within and
across all five of the FEA Reference Model areas to identify enterprise
level information security and privacy requirements and solutions.

Performance Relerence Model
P RM = Government-wide Performance Measures & Outcomes |
® |ine of Business-specific Performance Measures & Outcomes @
B R M ﬁ T Business Reference Model g E Th e F EA'
= = Lines of Business |
gé ® Agencies. Customers, Partners g % S P P SpanS
= [} .
EE Service Component Reference Model <L : a” flve Of
S R M = = Sarvice Loyers, Service Types '§ |
E ‘i = Companents; Access and Dealivery Channels 3 E th e F EA
@ k.
%E Technical Reference Model |- 5 ; Reference
T R M a o ® Sgrvice Component Interfaces, Interoparabllity R =
= Technologles, Recommendations T MOdeIS
=
Data Reference Model = fid
DRM * Businessfocused Data Standardization

= Cross-agency Information Exchanges
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The FEA-SPP
Implementation
Methodology
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FEA-SPP Methodology

The FEA-SPP methodology uses a 3-stage, 16-activity procedure to
produce enterprise-level information security and privacy solutions
using the architecture and investment management processes.

Each stage has goals, objectives, implementing activities, and output
products for inclusion in the agency’s enterprise architecture.

Stage | — Identification

Stage Il — Analysis

Stage Il — Selection

I.A. Identify
Security and

.

ILA.1. Analyze
Gaps

p:
11.C. Document
11.B. Analyze against security
Trade-offs "1 and privacy
control families
» | ILA2. Analyze

1II.C.1. Update EA

Capabilities

IIL.A. Evaluate

Proposals

1I1.B. Select
Investments

1I1.C.2.a. Report

Internally

11.C.2.b. Share
Externally

Stage |
ldentify
security and privacy
requirements, assess
capabilities

Stage Il
Analyze capabilities
and performance
gaps, document
proposed solutions

Stage 1l

Select appropriate
solutions, make
Investments, and

share results
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Stage I: ldentification

Stage | is an identification of an agency’s business-supportive security and
privacy requirements and the existing or planned capabilities that support
security and privacy. As a result of Stage | activities an agency will be able to:

 Fully identify program and enterprise-level security and privacy requirements,
including previously unknown requirements

 Fully identify program and enterprise-level security and privacy capabilities,
including current and planned future requirements

* Document requirements and capabilities in an agency’s enterprise architecture
using a nomenclature that is common across the Federal government

There are three activities in Stage I:

Activity I.LA: Identify Security and Privacy Requirements
[.LA.1: External Requirements [.A.2: Internal Requirements  1.A.3: Business Requirements

Activity |.B: Identify Security and Privacy Capabilities
[.B.1: Evaluate as-is and to-be Capabilities

Activity I1.C: Update Architecture

31
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Stage I
ldentification

Identify Requirements

Externally Driven

= Laws

* Regulations

* Executive Branch Policies
Internally Driven

# Policies

* Interagency Agreements

= Contracts

= Market Practices

® Organizational Preferences

Mission-Centric
* Perfarmance Objectives
= Lines of Business

FEA-SPP Methodology

AT,
<

=)

CIO %\

% counciL ¥
L * * 4

%
#*
*

1A 1. External

| Reguirements

I.A. Identity

I.A.2_ Internal

Reguirements B Update
Architecture

[.& 3. Business

Capabfites

17 Security Control
Families and

17 Privacy
Control

Families

Reguirements
I.8. Idenfify
Security and 1.B.1. Evaluate |_ |
Privacy as-is and to be

Assess Capabilities

» Centralized security or
privacy services and
technologies

* Program or system-specific
privacy or security services
and technologies

# Services or technologies
with bulltin security or
privacy features
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The FEA-SPP uses 17 security and 17 privacy control families to:
Describe business and compliance needs for security and privacy
Capture security and privacy information across the agency’s architecture

Identify unmet requirements

Identify redundant or non-standardized capabilities
Select solutions that cost-effectively mitigate local and enterprise-wide risks
Promote leveraging capabilities across agencies / Federal government

Security Control Families

Maintenance
Personnel

Planning

Media Protection
Incident Response
Contingency Plans
Configuration Mgmt
Access Control

Risk Assessment
System/Service Acquisition
Certification & Accreditation
Physical & Environmental
System/Info. Integrity
Awareness & Training

Audit & Accountability
Identification/Authentication
Systems/Comms Protection

Privacy Control Families

Privacy Lifecycle
Public Disclosure
Notice

Consent
Acceptable Use
Individual Rights
Authorization
Risk Management

Policies and Procedures

Roles & Responsibilities
Monitoring & Measuring
Education, Awareness Training
Minimum Necessary

Accuracy of Data

Chain of Trust

Reporting and Response
Security Measures

Source: FIPS-199

Source: FEA-SPP

%
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Stage | - Identification Activities.

The FEA-SPP methodology is implemented through activities specified for
each stage. The output of these activities is information that is integrated
into the agency’s enterprise architecture. For example, the table below lists
the goals, objectives, activities, and output products for Stage 1 - Activity 1.A,
which identifies an agency’s information security and privacy requirements.

EA Information | Information | Issues
Component | Location OCamer

Goals, Objectives, Activities

A, ldentify Security and Privacy Requirements

1. |dentify external requirements and incorporate into the agency’s target (to-be) enterprise
architeciure. Security and prnivacy-related business processes should be highlighted in the
agency’s business architecture. System components providing security and privacy
capahilities should be highlighted in the agency's system architecture. A clear
understanding of performance requirements is the first step toward risk-management and
compliance. An understanding of security and privacy requirements can be derived from
business-specific documents as well as from security and privacy-specific documents.

a. |ldentify those laws, regulations, and executive branch policies that establish Drivers'®
husiness requirements.

. ldentify those laws, regulations, and executive branch policies that establish sscurity
and privacy requirements.

i.  Ewvaluate key requirements for enterprise and programmatic secunty and Drrivers
privacy. Security examples include FISMA, OMB A-130, FIPS PUB 199,
FIFS FUB 200, and others. Some privacy examples are cited in
Appendix D.
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Stage Il: Analysis

In Stage |l agencies analyze their business-supportive security and privacy
requirements and the existing or planned capabilities that support security and
privacy. Stage II's three analyses help agencies to:

* Identify gaps between requirements and current or planned capabilities

* |dentify opportunities to increase interoperability between or reduce costs of
current or planned capabilities

» Propose solutions to address gaps or improve capabilities based on an
informed trade-off analysis of alternatives

There are four activities in Stage |l that support three types of analyses that
address information security and privacy gaps, capabilities, and tradeoffs:

Activity Il.LA.1: Analyze Gaps

Activity IILA.2: Analyze Capabilities

Activity I11.B:  Analyze Tradeoffs

Activity I1.C:  Document Proposed Solutions
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Stage Il - Analysis Activities.

The following activities support the goals and objectives of Stage IlI's three types
of analyses. For each activity, security and privacy information for the enterprise
and/or program should be integrated into the agency’s enterprise architecture.

The table illustrated below is a tool that can be used to determine where
activities’ outputs should be documented, identify the location where data is
maintained, identify the owners of associated data, and document any corrective
actions identified to improve the data or complete the activity. j

Goals, Objectives, Activities EA Information | Information | Issues

Component | Location Cramer

A. Analyze Security and Privacy

1. Analyze Requirement and Capahility Gaps. These aclivities determine where gaps exist
between current requirements and the cument or planned capahilities to meet those
requirements. Unmet requiremenis are then assessed to verfy if they must be met to
appropriately manage security and privacy risks.

a. |dentify the gap between requirements and capabilities.

I.  Assess the gap between reguirements and capabilities using the 17 E;ﬂmgh
security and 17 privacy control families. In Stage |, the FEA SPP Strategy™
implementation team maps requirements and capahilities fo the control Targ§¥ '

families. Conduct a family-by-family assessment to identify requirements
that are not supported by a specific capability. Subseguent activities in
Stage |l address unmet requirements.

37



FEA-SPP Methodology

N

. A
% coumciL ¥
L% .

ajesadp

Management &
Execution

St I I I % lll.C.1. Update
a e . E: Architecturs
g Jﬁ 1ll.4 . Evaluate Il.B. Select
S I - = " Proposals nuestments T Fme
e eCt I O n é/ I rF:;rl
Il.C. Qb . Share
Ex@gmally
SOLUTIONS
Leverage Buy
Functlonality De srovement Lifecyole = = = = =
Risk 2 Architect Invest Implement
1
Cost
E Architecture
Interaperabllity o [ Analysis
== 5
b 2 9] 9,
g Architecture Inv:j::;ii'; =
: ] Definition Strategy
ot l i
{l
Investments . Program
{l
il

CEvatuate e—sControl >

38

%



FEA-SPP Methodology

N

Stage lll: Selection

Stage Ill involves the enterprise-level evaluation of the information security and
privacy solutions that were proposed in Stage Il, as well as the selection of
major investments to implement those solutions. Stage Il activities include:

» An evaluation of individual security and privacy proposals so that each fully
reflects the outputs of Stages | and Il

» The selection of individual proposals that best support the business, security,
and privacy needs of the agency

» Update of the to-be architecture and sharing of reusable components

There are five Stage lll activities:

Activity lll.A: Evaluate Proposals
Activity Ill.B: Select Investments
Activity 1lII.C.1: Update Architecture

Activity Ill.C.2.a: Report Internally
Activity IlI.C.2.b: Share Externally
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Stage lll - Selection Activities.

Goals, Objectives, Activities

A. Evaluate Individual Proposals

1. Establizh and promulgate standards for documenting security and privacy aspects of
proposals in a manner consistent with FEA SPP activities and based on the adeguacy of
security and privacy considerations.

a. Defing minimally acceptable processes for assessing proposals.

=
Component

*
*

The following table provides a tool to determine where Stage Ill activities’
outputs should be documented, identify the location where data is
maintained, identify the owners of associated data, and document any
corrective actions identified to improve the data or complete the activity.

Information Information Izsues
Location Owner

incorporate the results of rade-off analyses into OME and agency
business cases to demonstrate informed risk-based decision-making and
to comply with OMB and agency budget submission requirements.

i.  Validate the identification and mapping of security and privacy controls to All

the five enterprise architecture refersnce models. reference
models

ii. Validate the identification and mapping of security and privacy controls io
the 17 security and 17 privacy confrol families.

jii. Scrufinize the altermnatives considered in Stage |l and the manner in which Transition
the program s=lected the proposed option. The review of alternatives is an Strategy,
essential part of effective budget planning. Require program executives to gﬁﬁrﬁ“

A
% COUNCIL §
L * * 4
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In the segment
architecture
transition strategy,
individual programs
and project level
plans are defined
for each segment
architecture, while
taking into account
any dependencies
that crossover into
other segments.
The FEA-SPP
helps to identify
security and privacy
solutions within and
between segments.

Baseline
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Program A
Project 1
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& =Project or Program Milestone
*= Agency Performance Milestone
1' = Cross-Project Dependency
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The EA transition strategy should include clear linkage between
Initiatives identified in the transition strategy and specific investments
In the agency’s investment portfolio, including security and privacy.

Tr-n-mnn Strategy : Exhibit 53
pr _ _. ___ ] = Major IT Investments (AllIT Investments)
i Pegrama T B et
AN i T }—r Exhibit 300 » 53 Line Item
= EE! Srojact 3 : E
E i & £ ram B : A .
LA e — =" jn—ﬁ—» Exhibit 300 )—v 53 Line Item
O — ey » 53 Line Item
il PWZFEE;:?=F=:, 1 ¢ ¥ 53 Line Item
LA A = | » 53 Line Item
SR i — s .
H P g 0 g it EXhibit 300 )—> 53 Line Item
wES Frojact 11 [ H
R » K —> 53 Line Item
Paricr ——

I";_',":.';:;i Driterim Driberimn Driterimn
Target 1 Target 2 Target 3

Program and Project Milestones:
« Performance Improvement
» Cost Savings / Cost Avoidance
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Validating
The FEA-SPP
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Validation testing was conducted at the Department of Justice (DOJ)
and the Department of Housing and Urban Development (HUD).
« Each Department contributed a cross-functional team of 6-10 people
« Each Department’s team participated in about 16 hours of facilitated
sessions over the course of about four weeks.

External update activities consisted of reviews of related and recently
published documentation. This included reviews of OMB, FEA, and NIST
documentation. The validation activities resulted in the collection of the
following recommendations:

« Clarify the general intent of the document

* More specifically describe activities and their outputs

« Make terminology less complex and discipline-specific

* Make stronger linkages to external OMB, FEA and NIST documentation and
activities

» Allow for varying architectural maturity among implementing organizations
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Recent Activities and
Next Steps for
the FEA-SPP

45

%



Recent Activities / Next Steps

N

Spring/Summer 2006
Validation testing completed at DOJ and HUD. Version 2.0 of the FEA-
SPP was released by OMB.

Fall 2006

Scott Bernard of FRA/DOT was named as co-Chair with Sallie McDonald
of DHS for addressing FEA-SPP issues and development via the Federal
CIO Council’s Architecture and Infrastructure Committee.

Winter 2007

Raising awareness of the FEA-SPP through presentations at
security and architecture conferences / government meetings.
Implementation working group of government and industry
representatives to be formed.

Spring/Summer 2007
Agency implementation of FEA-SPP v2.0 begins. The Federal
Railroad Administration plans to implement from Apr — Sep ‘07.
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Points of Contact

Federal CIO Council
Architecture and Infrastructure Committee

FEA-SPP Co-Chairs:

Scott Bernard
Deputy Chief Information Officer
Federal Railroad Administration

Department of Transportation
scott.bernard@dot.gov

Sallie McDonald
Special Assistant to the Assistant Secretary,
Infrastructure Protection

Department of Homeland Security
sallie.mcdonald@dhs.qgov
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