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 Key Messages Mapped to Outline (straw man)

1. Introduction

· This document is not a repeat of other publications – we will reference those documents for background

· This is about the implications of SOA for the Federal government (and other layers of gov)

· It is driven by recent developments at OMB, CIOC and GAO

· It focuses on what agencies need to do or to stop doing

· It provides a reference  to level-set agencies to promote dialog and collaboration

· SOA is not a technology – it is a design paradigm

· SOA can lead to organizational agility, cost savings, and improved operational efficiency

· SOA and EA are closely linked in the Federal architecture space

· SOA is emerging as the key STRATEGY to meet a myriad of objectives 

2. Definitions, Drivers, and Principles

· Adopt OASIS standard terminology for SOA

· Citizens are demanding more: new services, simpler access & more consistency – they expect the federal government to act like a well coordinated entity

· SOA can facilitate government organizations achieving their mission objectives – faster, better, and cheaper.
· Federal government is facing a squeeze: need to do more with less

· Agencies face a stream of compliance requirements that continue to evolve more and more rapidly

· Need for agility – respond to changing demands

· Need to share information & collaborate across agencies

· Congress is mandating coordination and sharing on a program basis (eg Info Sharing Environment)

· OMB/FEA is providing leadership to get agencies to share services at the macro level (LOB/SSP initiatives)

· Complexity facing agencies is increasing

· Need to solve problems faster – traditional SDLC and “silo’d” systems design can’t keep up

3. Clarify the Rationale for SOA

· SOA benefit categories

· Improved mission effectiveness (increase revenues, get more done)

· Increased business operational efficiency/reduced costs

· Increased IT efficiency/reduced costs

4. Establish the Service Oriented Environment

4.1. Obtain Executive Buy-in and Support

· SOA requires certain capabilities to be effective in delivering on its promise (e.g., organizational structures, management processes, enterprise architecture maturity and discipline, coordination between projects and programs, roles and responsibilities, delivery process and infrastructure)

· These can be organized into a maturity model

· Must ensure alignment with organizational objectives (clear line of sight for tactical and strategic objectives)

· Executives must sponsor the business case – solid ROI

· Communicate the direction and business case/value of SOA approach

· Define the roadmap for execution – to adopt/rollout SOA

· Exec support is required to establish effective governance
4.2  Establish Governance Policies and Procedures

· A key role of governance is to establish TRUST among the sharing parties 

· Key governance areas  

· Financial (funding models, fees, cost recovery)

· HR (roles & responsibilities, training, communications)

· Management (planning, implementation development, execution/ operations, monitoring, processes/compliance)

· Technical (standards & products; certification of services)

· Contracts (MOUs, SLAs, etc.) 

· Principles

· Governance is not a (software) product

· Think strategically, act tactically (think big, start small)

· Reuse/share before buy, buy before build, build to share

5. SOA Adoption and Management

5.1. Plan and Manage SOA Adoption

· Adoption/rollout of SOA should be treated as a strategic initiative or program

· Business case

· Charter

· Project Manager

· Plan/roadmap/milestones

· Executive Support

· Exec Steering Committee

· Performance monitoring

· SOA adoption should progress with several aspects kept in balance (streams)

· Planning and Management (pgm mgt, acquisition mgt,  etc.)

· Process (SOA, SDLC, etc.)
· Architecture and Tooling (security, data harmonization, registry/repository, modeling tools)

· Infrastructure (runtime platform)

· Organizational learning

· Projects

5.2 Manage the SOA Program/Initiative

· Manage the SOA program using best practices from ITIL

· Establish performance measurement program - accountability

· Adjust incentives and sanctions to achieve desired behavior

· Maintain executive support over the long haul

6. Define the SOA Process and Approach (SOA and EA)

· SOA can be implemented at several levels (enterprise, segment, program, project, application) but maximum value is obtained at the enterprise level – at this level, SOA is an architectural pattern of EA
· EA (framework, artifacts, processes) needs to be updated to reflect SOA – service layer model, shared services model, SOA architectural patterns

· SOA affects all architectures/views of the EA (including transition plan)

· SOA brings together business and information architectures – business processes drive services and data (most stable services are derived from analysis of domains (data oriented))

7. Service Delivery and Composition

· Composite applications are the way of the future

· Twin track model (provisioning and assembly) (diagram)

· Business processes are key to orchestration and choreography 

7.1. Service Delivery Management (provisioning)

· Services have a lifecycle (diagram)

· For the foreseeable future, service discovery is a design-time issue (need policies and mechanisms to promote discovery and reuse) 

7.2. Service Solution Composition

· Solutions composed from services are inherently more flexible

· Service based solution (app) lifecycle needs to be managed

· Managing all the moving parts is the key challenge

· To webservice or not to webservice 

8. SOA Runtime Infrastructure

· SOA infrastructure should be enterprise based, not project based

· An Enterprise Service Bus (ESB) is a set of technical (middleware) capabilities, not necessarily a product

· Use reference architectures/reference implementations to evolve and test the technical platform (based on evolving standards)

· Technology roadmap/characteristics of technical maturity (federated id mgt, single signon, etc.)

9. SOA & Other Management Processes

· SOA must be integrated into CPIC and Portfolio Mgt processes

· SOA has significant impact on acquisition and procurement

· Human capital: new roles & responsibilities; training requirements; incentives and rewards

· SOA and IT management – now there is more to manage (CM, release mgt, integration, etc.)

10. Securing Your SOA

· Practical SOA implementations need to be secure

· Federal SOA initiatives pose new security challenges
· Security solutions can themselves be services within an SOA
· Security standards provide an opportunity to address security at the federal level

· Security maturity?

· Must address the fact that a key premise of SOA is encapsulation – information hiding – how does this impact security?

11. Summary and Recommendations

Drivers and Rationale Team

A. Introduction

1) SOA is not a technology, its an architectural approach that can  be primarily focused on business process  SOA holds the promise of increased agency agility and long term cost savings SOA supports implementation of business and IT processes thorough services and associated SLA's which provide a tacit agreement between the provider of the service and the user of the service

2) FEA and SOA are linked as they both are business focused  - , FEA and SOA are linked in other complementary ways as well FEA provides the link between strategy, business and technology (among others) and SOA is a critical component in implementing an EA ( I think that this is a key point to emphasize since we need to continue moving EA from being a "compliance-driven" exercise to one that  is results driven and becomes a true value  proposition)

B. Definitions, Drivers, and Principles (I think definitions can go in an appendix)

SOA Drivers: 

1) Increased recognition that agencies and departments perform many similar business functions and that the same services could be used within and across agencies in many instances

2) FEA and LOB initiatives are driving agencies toward leveraging this commonality

3) Need for agencies to be more agile in adjusting business processes and refreshing technology and that SOA can help this by separating business and technology concerns thus reducing the impact of future technology upgrades and integration costs

4) Federal budget pressures are forcing agencies to save $

5) I think the overall drivers are the need for cost savings and increased agility across the federal government

6) Changing Federal agency business processes

7) Increased complexity of Federal IT solutions

8) Increased need to deliver Federal solutions faster

9) Increased desire to drive cost of Federal solutions down

10) Increased need for cross-agency collaboration and integration

C. Clarify the Rationale for SOA 

1) Ability to express IT complexity in business process terms

2) Ability to operationalize FEA benefits

3) Ability to leverage existing legacy technology assets

4) Ability to drive IT cost down by reducing the future Integration costs, and speed up delivery via reuse

Executive Support and SOA Governance Team

This section includes input from individual members of the governance team and input from Roy Mabry for the governance team.
Input from Ken Gill

Executive Support

- Executive Support hinges on favorable Alignment to Business objectives, Attractive Cost-Benefit ratio, Communication and Evidence of Good execution. {nid 3FJK}

Communication:

- Manage Expectations on Cost, Savings and Time to build.

- Set Expectation of some Learning Curve for adopting new paradigm.

- Put a solid Communication Plan to evangelize the vision and value proposition.

- Give a realistic Time Duration for standing up SOA capability {nid 3FJL}

Business Case:

- Make a solid Business Case - ROI, Costs

- Show a clear Line of Sight from Service benefits to Business objectives of agility, cost reduction, competitive edge.

- SOA benefits like agility, responsiveness, faster time to market are harder to quantify upfront.

- A framework of Business Value Patterns enabled by SOA. {nid 3FJM}

Costs:

- Create a realistic budget and cost estimate. 

- Separate the costs of building SOA platform and cost of rolling out a new service.

- Anticipate and project any disruption Costs to doing business as usual. {nid 3FJN}

Execution:

- Create a realistic and Promising Roadmap

- Early Wins can sustain and strengthen support. Demonstrate Success/Progress    (3FJO)


General Governance 

- Governance decisions need to be made to control key objectives across the Service Lifecycle Phases i.e. Planning, Development and Operations phases.

- Governance objectives must cover all organizational disciplines: Business, Finance, Project Management, EA, Human Resources, Procurement

- Every Governance decision should have a Well-Defined Formal Exception Process.    (3FJP)
Service Planning Governance    (3FJQ)


   Business Aspects:

   - Select Strategic SOA Platform - based on Technical merits, organizational fit.

   - Service Portfolio - Buildup roadmap, Management.

   - Business Value Patterns Framework

   - Business Case - ROI Modelling, Service Evaluation Scorecard

   - Service Proposal Evaluation & Approval    (3FJR)
   Financial Aspects:

   - Service Funding Model

   - Service Usage Fees

   - Platform Funding    (3FJS)
   Human Resources Aspects:

   - Communication Plan for Governance framework to stakeholders

   - Training of Staff

   - Procurement of Skilled Contractors    (3FJT)
Design & Development Governance    (3FJU)


   Project Execution Aspects:

   - Service Ownership

   - Service SDLC Governance:  Requirements, Design, Development, Test, Deployment

   - Compliance Requirements

   - Security Requirements    (3FJV)
   Enterprise Architecture Aspects:

   - Standards Adherence - controlling & approving technical standards footprint

   - Enforce Platform Decisions

   - Service Catalog - maintain Re-Use registry, annotate services with Meta Data

          Classification: Foundation Services, IT Services, Business Unit Service, Corporate Services.

          Disposition: Under development, Deployed, Under Business Evaluation

   - Maintain Reference Architecture, Architectural Standards, Blueprints, Best Practices and Sample Artifacts

   - Establish Guidelines for Architecture, Standards, Artifacts.

   - Provide Mentoring: SME expertise to Guide Design and Implementation for Modularity to support Re-Use

   - Introduce Best Practices.    (3FJW)
Service Operations Governance    (3FJX)


   - Security Policy - Authentication & Authorization Controls

   - Policy Enforcement mechanisms - Manual and Automated where available.

   - Service Contracts - to cover promised usage levels, Usage fees, QoS, Service SLAs

   - Service Registry

   - Capacity Planning

   - Monitor Utilization

   - Compliance Enforcement - Regulatory, Legal Audit Trails

   - Configuration Management - Service Change & Version Control    (3FJY)
Input from Dennis Wisnosky

· Governance of the planning / selection, development and design, and deployment of a service/s must be unified in an overarching governance structure and process.    (3FK5) 

· Governance should provide a framework to include guidelines, rules of engagement, and potential strategies for deployment as they are related to design and development for providers and consumers of services.    (3FK6) 

· Development of new systems SOA requirements for To-Be architectures in order to be resourced and funded (like to planning / selection).    (3FK7) 

· Transformations of existing legacy systems must include planning to meet SOA requirement for To-Be architectures.    (3FK8) 

· The visibility of meeting SOA requirements as they pertain to the development of new systems and transformation of existing legacy systems should be provided through an enterprise level transition plan that includes all relevant milestone and metric data.    (3FK9) 

· The selection and composition standards’ profiles from the universe of standards defined by industry-consortia and standards bodies.    (3FKA) 

· Governence of SLAs and the metrics by which they are measured should be addressed before embarking on the development and design of the service.    (3FKB) 

Input for Governance Team from Roy Mabry

Key message:  SOA represents a paradigm shift in the way we manage the information resource in government and without a new governance model the government will fail to realize the promise of SOA for the purpose of improved information sharing across lines of government to enhance performance and provide improved capability of government.

The questions and answers below are the ones that I think need to be woven into the outline or even more pointedly, perhaps we need to think the outline to ensure we address the governance issue from the organizational behavior perspective.

Governance:

a. Why do we need SOA governance?

· We need to “connect the dots”

· Information Technology has grown up in the wild.  We have stove pipes and islands of information that are not useful to a larger community.

· Without SOA governance we wind up with more of the same.

· To paraphrase someone:  “If you keep on doing what you have always done then you will get what you’ve always gotten.”

· This is a new time, we need to share information; we need to be agile as a nation in response to threats to our national security and internal well being.

· This calls for improved agility, speed of response, flexibility and range of response

b. What are some governance approaches?

· Status Quo with the existing organization governing SOA implementation.

· This is the organization that brought us the legacy environment of today, which protects parochial interests, resists change, and which changes the name of the existing process to the current “buzz” words, but keeps on doing business the same old way.  This is the approach that makes it impossible to connect the dots.

· Standard planning, defining, enabling and measuring approach

· This approach looks locally and focuses on successes of individual projects.  This approach turns it over to a contractor and says make SOA happen for this business activity or LOB.   This is a viable approach for acting locally but without thinking first globally.  Without us Feds thinking about enterprise first and then our own piece of the whole and the contribution that we make globally, then the dots won’t get connected.  We will still have the same old thing because we have done the same old thing.  

· There is not one government contractor to which we could just say to “go do it”.  The government is going to have to work this from the inside out and thus we need an approach that will consistently govern the change within the context of the larger whole. 

· Organizational Behavior approach to Governance

· Operational Definition: Governance refers to the organization
, processes
, policies
, technology
, and metrics
 required to manage SOA, to include organizational cultural
 change and behavior
.  This is a holistic view of the enterprise with the enterprise being government at large. 

· This approach takes a process perspective
 and builds the organization around that.  It clearly articulates what governance does
 and identifies the policies, processes and technology that must be governed from an enterprise perspective.  It sets in place an SOA governance model and an SOA metrics model.

· Lastly, this approach sets the vision and articulates the values
 that defines the culture and puts in place the incentives necessary to reward desired behavior.  

c. Who is succeeding at SOA governance?

· Many success stories may be found on the web.  You just have to search for them.  Most however are presented from a vendor solutions point of view.  Also in government you can find initiatives and prototypes to prove the promises of SOA but I don’t know of any large scale success that we can report regarding SOA governance.  That is one of the reasons for this Town Hall - to stimulate the dialogue with those who may know of SOA governance successes for a large scale enterprise and that can identify its successful contributing governing attributes.  

· DoD is a large scale enterprise, but we don’t have the organization in place to govern SOA nor have we developed the critical mass in DoD to put in place an organization necessary to bring it about on such a large scale, but we are working on it.  We have the SOA Foundation at DISA and our policies are undergoing a major overhall.  

d. Is there a role for Enterprise Process Improvement?

· Sure there is always a role for Enterprise Process Improvement.  Take for example in the Federal government.  The President recently approved the Information Sharing Environment Implementation Plan.  The “business” is sharing terrorist information across key cabinet level departments and agencies.  SOA is the means of doing this but what is the critical data to be shared?  This can only be determined by understanding the data produced by common processes.  For example the process for producing the “Suspicious Activity Report”.  Currently 12 or so Cabinet department and agencies have relevant data but the process is internal to their own stove pipe or island of information.  This process will have to be improved to reflect the enterprise view, otherwise we probably once again won’t be able to connect the dots.

e. What is the AIC Governance Subcommittee planning to do?

· In the practical guide a SOA Governance model that creates an SOA organizational behavior and culture for the Government will be the result.

· Highlighted in the report will be a key point -- the interplay between SOA Governance model and the metrics model will determine the effectiveness of SOA governance and the overall culture and behavior that will determine SOA success.

SOA Adoption and Management Team

1. Linking SOA to the Business Strategy 

   a. Organizing Principles

      i. Simplification

      ii. Reuse 

      iii. Reduction of Total Cost of Ownership

      iv. Increase Agility

      v. Integration across multiple sources

      vi. Enabling transformation

      vii. Federal direction from OMB & other sources

      viii. Security

      ix. Insulation of IT from proprietary components (e.g. Insulate IT from specific vendors or technology and create potential exit strategies)

   b. Making the SOA Business Case to Program Areas, Infrastructure, and other stakeholders

   c. Funding SOA 

2. Getting Started 

   a. Building an SOA Roadmap - SOA Roadmap Patterns

      i. Simple Internal Integration

      ii. Infrastructure Services

      iii. Rich Internal Integration

      iv. Multichannel Applications

      v. External Partner Integration

      vi. Core Business Flexibility

   b. Use of prototypes

   c. Initial selection of services – granularity, scope, & integration

   d. Determining ROI 

3. Architecture & Tooling 

   a. Architecture Integration Points

   b. Establishing the Common Computing Environment Infrastructure 

   c. Standards 

4. Federal Communication and Integration 

   a. core.gov

   b. Federal Transition Framework

   c. Lines of Business Initiatives 

5. People, Skills & Methodology 

   a. Business role in driving services

   b. IT driving infrastructure (Platform for enterprise data access and security)

   c. Changes to the software development life cycle

   d. Modeling

   e. Testing & Deployment

   f. Operations & Maintenance 

6. Data Challenges 

   a. Access and Update of data in legacy systems

   b. Data reconciliation, transformation and harmonization 

7. SOA Maturity 

   a. Maturity Levels for Federal Agencies

      i. Adoption – Project centric

      ii. Integration – Business Segments and Strategic

      iii. Enterprise – Managed across Enterprise

      iv. Optimized – Enabling business transformation

   b. Expanding service scope over time – from Opportunistic to Integration to Enterprise

   c. SOA Self-Assessment 

8. Linking Governance to Service Agreements 

   a. Performance

   b. Reliability

   c. Security

   d. Orchestration

   e. Legacy Integration

   f. Business definition of services and data 

9. IT Investment Strategy 

10. Security & Privacy 

11. Performance 

   a. Metrics – know thy baseline; 

   b. Design of measures and reporting 

   c. Capturing the cost of doing business & developing software 

12. Service Operations and Management 

   a. Service Management – Services have dependencies that must be coordinated and managed

   b. Service Management – Linkages / interfaces must be managed, monitored and exploited

   c. Service Management – Business and IT alignment (Roles)

   d. Help Desk, SLAs, Event Escalation and the challenges of 24/7 availability 

SOA and EA

WHAT / DEFINITIONAL

1. As an architecture SOA’s  relationship to EA can be seen in each component architecture view  e.g.:

· A Business Architecture

· An Information Architecture

· An Application Architecture

· A Technical Architecture 

· An Implementation Architecture

· An Operational Architecture

2. Enterprise Architecture is all about who, what, when, where, why, how, and how much.  Each is also central to SOAs. EA relates the organizational relationships and roles in business processes to Service Points (a visible service).

3. Representing services in EAs requires extensions to extant EA frameworks (FEA, DODAF etc.)

a. To support SOA Interoperability EA products need to be extended as specified in an SOA framework

b. The core concept of SOA (services) need to be understood and viewable across the multiple perspectives contained within an EA framework (e.g. Zachman).  EA frameworks have multiple views (e.g. business, technical), but SOA provides a single services view for both technical and business.

4. SOA and Event Driven Architectures are compatible and necessary to reflect real business transactions. Both expand the original abstract framework models for EA.

5. SOA focuses on business processes, business services – EAs, especially when supplemented by extensions provides an abstract, integrated  context in which to describe an organization’s business services

6. Architectures are designed not built – systems are built.  Both architectures (SOA, EA) provide perspective.

RELATIONSHIP TO EACH OTHER

7. Clear definitions which show the relation of  SOAs & EA along with the component architectures listed in message #1

8. As an architecture SOA provides a bridge between Business Objectives and Information Technology through a service orientation

9. We may view SOA as a subset of EA, because SOA represents an architecture style of designing application architecture, whereas EA is much more than that.

10. Natural synergies exist between the disciplines of SOA and EA – SOA is an example of doing “good enterprise architecture” and helps realize that architectural vision. 

11. SOA can affect all aspects of EA, such as:

a. All architecture views (e.g., business architecture, application architecture)

b. Transition plan

c. Governance (including, standards, architecture review process, investment, etc.)

d. Enterprise-wide reuse program
12. Using a diagram and supporting verbiage, clarify the relationship between EA and SOA.  Here’s an example: (Comment on graphic:  represent EA frameworks or metamodel surrounding top two architecture blocks)
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HOW / METHODOLOGY

13. Aligning EA methodologies with SOA methodologies

a. SOA should be in lock step with EA process.  Provide some guidelines on what the linkages are and how to deal with them. (how) – alignment of methodologies
14. SOA requires Governance for Policy Management During Design, Run and Change Time Phases.  These can build on IT and EA governance already in place at organizations.

15. SOA often requires upfront business process reengineering to align services and subsequent Business Process Management to drive effective service management 

16. SOA Loosely Coupled Systems require greater management and oversight than older monolithic, deterministic systems.  This can be seen in service development lifecycle. 

17. SOA is about modular design and refactoring. Using “clustering” or “componentizing” of EA associations and the top-down design EA allows, a better SOA design can be created.

18. The discipline of EA supports analysis and understanding.  Taken together these help an organization move efficiently to a component services as reusable products. (e.g. SOA and EA need each other)

19. SOA has enterprise-wide impact because it oftentimes crosses business boundary (e.g., HR, finance, sales) and more easily allows reuse of services, hence SOA should be accounted for in EA process.
20. Using the FEA Reference Models

a. Since most federal agencies use FEA for EA, we may want to address how Service Component Based Architecture (SCBA) fits into SOA.

21. Using EA Tools
Additional thoughts on EA and SOA from Kent Craig
The United States Government, in an effort to more closely align its Information Technology (IT) Systems with its Business Strategies and Goals, instituted a government-wide program addressing Enterprise Architecture.  As part of this program, individual Agencies were requested to document their architectures and map these architectures to the Office of Management and Budget (OMB) Federal Enterprise Architecture (FEA) Reference Models.  This EA effort was intended to ensure consistency of approach and sharing of best practices across the Federal Government through greater collaboration.  The EA effort also raised awareness of the importance of EA to successful Information Technology endeavors and improved the efficiency of Agency compliance with Federal Government laws, regulations, and guidance.

   Business Process information is captured consistently, both in Use Cases (i.e., user-friendly diagrammatic and textual representations) and Business Process Modeling Notation (BPMN), to improve each Agency’s enterprise perspective of its business processes.  To improve OMB’s and the Agency’s understanding of the Agency’s Business Processes, both in isolation and within the context of Federal Government, the business processes are mapped to the OMB FEA Business Reference Model (BRM).  

   For each Business Process, performance measures are identified that reflect business process efficiency and effectiveness.  These performance measures are tracked over time to enable Agency managers to better understand how their processes are performing and objectively determine the impact of change (e.g., new or enhanced IT solutions) on their processes.  To enable Government Agencies to more effectively collaborate and communicate, business performance measures will be mapped to the OMB FEA Performance Reference Model (PRM).  This mapping also permits OMB to identify commonalities across the Federal Government, which enhances OMB’s ability to make improvements and recommendations.

   The combination of improved business and performance information will enable the Agency to further improve its decision-making in a climate of accelerating technology innovation and evolution, where the importance of good decision-making is growing at an equally fast pace.  Further, from this improved understanding of the business and how it intends to operate and measure itself, will come the determination and selection of necessary IT services and components in support of ongoing Service-Oriented Architecture (SOA) efforts.  A successful SOA program will aid the reduction of complexity across IT environments and provide continual IT support cost savings and quality improvements.  The tracking of services and components and their usage will be monitored via Repositories.  Architects and software developers, under the purview of expert support staff (e.g., Security, DBA’s, and Sys Adm’s), will be able to migrate their systems to SOA in a carefully orchestrated and disciplined fashion following release management guidelines.  Configuration Management and Quality Assurance staff will have visibility into the life cycle process and will play an active role in ensuring backward compatibility of services and components and adherence to Service Level Agreements by service and component provisioners and consumers.

   Underlying each Agency’s systems will be a standardized infrastructure designed to capitalize on technology evolution, while providing safeguards for security protection and integrity.  In an era of increased geographic distribution of computing systems in response to disaster recovery and remote computing goals, capitalization of technology evolution requires instant and well organized information for informed planning decisions - anything less places an Agency at risk for security breaches.  Inventorying and tracking of the infrastructure, its technical architecture, and associated life cycles will improve environment management decisions.

   The IT industry is touting the emergence of the Information Technology Infrastructure Library (ITIL) approach to managing Information Resources and Services.  An ITIL capability enables the tracking of Configurable Items (CI’s) in a Configuration Management Data Base (CMDB).  The CMDB is at the heart of ITIL and it enables consistent and accurate responses to a multitude of information resource management questions by correlating data from a variety of authoritative sources.  Agencies will be able to leverage their ITIL capability to track services and components and map these assets to other IT assets.

   SOA is tightly coupled to EA.  Like EA, SOA, when done well, arms IT decision-makers with the necessary information to make the most appropriate SOA decision.  It is not just a matter of building services and components.  It is a matter of building the right services and components.  Knowing which services to build requires an effective EA program with a clear understanding of Agency business processes.  Further, it would be highly inappropriate to propagate less spectacular code simply because it has been servitized or componentized, therefore it also matters that the right source for services and components are identified.

SOA Infrastructure

Input from Chris Gunderson
Team,  Well, I’ve read and re-read all our inputs re: “key messages” .   There is certainly good thinking embedded… However, I believe we have to take a step back and ask what is different about our effort compared to the many white papers re: SOA we’ve all read and written.  Here’s my thinking:

1. PGFSOA is from the Fed CIO’s Council so should represent enforceable policy. 
2. It should emphasize “practical” business case vice wonders of technology 
3. Our chapter is “infrastructure” so we should focus on shared capability 
With that in mind, this is what I came up with…It’s posted in the public wiki under ContributionFive for your edits. 

I think most of the comments our group has made can fit into this framework.  If you don’t like this approach, we’ll need another suggestion for binning the scatter diagram that we’ve currently got I think… Ideas? Best, Chris 

Key Messages Re: Practical Guide to Federal SOA Infrastructure 

I would think that a “practical” guide for anything should provide simple answers to the questions: What? Why? When? Where? and How?

Bear in mind that practicality is not about technology, it’s about productivity.
Further, if this PGFSOA document is to be useful as practical policy guidance, its tenants must be objective and enforceable.   

Clearly, a practical guide to (1) Federal (2) Service Oriented Architecture (3) Infrastructure, should address (1) serving the tax payer; (2) the business case for a computer network “service” model; (3) generic capability shared across communities.  

With these ideas in mind, I think the key messages for the “Infrastructure” chapter of the Practical Guide to Federal Service Oriented Architecture are as follows:  

What:  An Enterprise Service (Software) Bus with the following characteristics:

· Public, not private, (intellectual) “property” 

· Collaborative, not competitive, investment and development  

· Open, not proprietary, interfaces 

 Why: Decrease Cost and Increase Productivity  

· Decrease cost of information processing capability by leveraging re-use and economy of scale.  

· Increase speed to deploy information processing capability through central service deployment and upgrade. 

· Innovate through collaborative mash up. 

When: Now  

· Field capability immediately and incrementally, don’t plan  a “flag day” for the “out years” 

Where:  In the “White Space” Between Stovepipes

· Address issues that cross community boundaries    
How:  Continuous Community Investment in Incremental Improvement

· Identify key business issues and establish objective measures of effectiveness. 

· Identify critical infrastructure issues -- e.g. security & interoperability, especially semantic interoperability -- and define and instantiate corresponding open standards.   

· Pool resources through a community tax.   

· Invest in a collaborative development and testing platform.  Fail fast and cheap; learn together; succeed.   

· Populate and document a dynamic library of successful reference implementations; build on top of success.    

-------------------------(Current Infrastructure Section Draft)-------------
What is a SOA Infrastructure?    (3FV0)
Most of this guide uses "service" to mean a business capability that might or might not involve the computer-based infrastructures we'll be concerned with here. For example, the U.S. Postal Service provides the business capability of moving mail and packages via road, rail and air systems. These infrastructures are managed elsewhere so there is little to be gained by focusing on them here.    (3ERP)
This section uses "service" with the original technical meaning of a capability that organizations provide to others via computer networks such as the Internet, NIPRNet or SIPRNet. In particular, we'll focus on the common technical meaning of Service Oriented Architecture (SOA) in which services are computer programs that can be invoked via the network by programs such as web browsers and other computer applications.    (3ERQ)
We also exclude computer networking hardware. Although such hardware is certainly an important part of any computing infrastructure, hardware is so thoroughly governed by standards that the interoperability issues we'll primarily be concerned with rarely surface as major issues.    (3ERS)
That leaves computer software, and much of this is already ubiquitous in the World Wide Web. Browsers and web servers are governed by robust standards, with a few notable exceptions arising from persistent "embrace and extend" lock-in strategies of some vendors.    (3FV1)
Although a SOA infrastructure includes such mature elements, they won't concern us here because they are mature technologies governed by mature standards. We will focus primarily on government requirements for which no standard implementations currently exist, typically because:    (3FV2)
· robust standards not yet been defined    (3FV3) 

· the same requirements are addressed by competing standards    (3FV4) 

· standards exist but implementations have not yet been developed or deployed    (3FV5) 

· implementations are deployed but the organizational and people issues of operating them are unresolved.    (3FV6) 

The parts of a SOA infrastructure that we'll primarily be concerned fall in the gap between what government policy requires and what mature off-the-shelf technologies and standards can provide today. These gap technologies include:    (3FV7)
· Single sign-on (federated identity)    (3F01) 

· Fine-grained security (message-level, field-level)    (3F02) 

· Interoperability (esp. for asynchronous messaging)    (3F03) 

· Disadvantaged enclaves: ships at sea, foxholes, etc    (3ESB) 

The practical guidance sections to follow are primarily concerned with cost-effective ways of bridging the gaps.    (3FV8)
What is an Enterprise Service Bus?    (3EZQ)
In more concrete terms, a SOA infrastructure is the collection of software libraries, operating systems and hardware that computer services in one computer use to access services in the same or other computers. The foundation is often called an Enterprise Service Bus (ESB) because it is the foundation that SOA services rely on to communicate enterprise-wide.    (3ERU)
[image: image2.png]


   (3FV9)
They can be thought of as a "stack", with the oldest and most mature capabilities at the bottom, the newer and least mature in the middle, and the services (applications) at the top as shown here:    (3FVA)
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   (3FVB)
What is Enterprise Space versus Project Space    (3FVC)
Both of these figures demonstrate the separation of responsibilities that form the foundation of the recommended approach, maintaining a sharp separation between infrastructures and services; between enterprise space and project space. Failing to make this distinction leads to systems that look more like this example from a time before the hardware industry discovered the same principle:    (3FVD)
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   (3FVE)
Practial Guiduidance    (3FVF)
------------------------------(Contribution 1)----------------------------
Capability Infrastructures in General    (3F09)
Most of this guide uses "service" to mean a business capability that might or might not involve the computer-based infrastructures we'll be concerned with here. For example, the U.S. Postal Service provides the business capability of moving mail and packages via road, rail and air systems. These infrastructures are managed elsewhere so there is little to be gained by focusing on them here.    (3ERP)
This section will use "service" with its original technical meaning of a capability that organizations provide to others via computer networks like the Internet, NIPRNet or SIPRNet. In particular, we'll focus on the common technical meaning of Service Oriented Architecture (SOA) in which services are computer programs that can be invoked via the network by programs such as web browsers and other computer applications.    (3ERQ)
This section will also exclude computer networking hardware, although hardware is certainly a crucial part of any computer infrastructure. Such hardware is so thoroughly governed by robust industry standards that the interoperability issues we'll be concerned with rarely surface as major problems.    (3ERS)
Computer-based SOA Infrastructures    (3EZQ)
To use a construction industry example, we'll not be concerned with the public water mains and electricity grids that convey water and electricity between buildings even though these are certainly part of the housing infrastructure. We'll be concerned with the apartment basements that houses the connections between the external infrastructures and internal users. Each apartment building provides the business capability of housing for its tenants. The utility companies provide water and electricity capabilities to the apartment buildings. Infrastructure is the basement areas of each building where the connections are made. The apartments are the SOA services, and the basement is the infrastructure that concerns us here.    (3ERT)
In reality, a SOA infrastructure is the set of software libraries (and ultimately, operating system calls and networking hardware) that computer services in one computer use to access services in the same or other computers. They can be thought of as a "networking stack", with the oldest and most mature at the bottom, the newer and least mature in the middle, and the services (applications) at the top; as buildings that rest on their foundations. Common names for this foundation is "SOA middleware" or the Enterprise Eervice Bus (ESB).    (3ERU)
Two categories will concern us here, based on the maturity of the standards upon which they are based, and more importantly, the extent to which the standards are widely accepted by industry as a whole. Mature infrastructures are based entirely on mature, widely accepted standards. Evolving infrastructures involve one or more layers that have not yet matured. As we'll see, these immature layers often provide features that are required by interoperability and/or security policy, so they are the infrastructures that will most concern us here.    (3ERV)
Mature SOA Infrastructures    (3ERW)
Much of the supporting infrastructure for SOA applications is based on mature standards that are largely in place already. For example, amazon.com is an example among many of what mature infrastructures can and cannot support today.    (3ERX)
What mature infrastructures support today    (3ERY)
· Transport-level security (SSL) between directly-connected end-points (no end-to-end security)    (3ES0) 

· Non-federated identity. Each service manages its own user database (too many passwords)    (3F0D) 

· etc    (3ES3) 

Practical Advice: if the limitations of mature infrastructures don't apply to your application, there is no obstacle to moving ahead immediately to gain the benefits of early deployment, build experience, etc.    (3F2K)
· Some applications require little security    (3EZW) 

· Local SOA services can be protected with boundary security (firewalls), SSL etc.    (3ES6) 

· Beware of vendor "embrace and extend" lock-in strategies, etc.    (3ES7) 

Evolving SOA Infrastructures    (3F00)
Most government applications fall squarely in the gap between what mature infrastructures provide and what government security and interoperability policy demands. Although the necessary standards may be mature in the sense that they have been approved by industry standards bodies (and thus qualify for listing in the "mandated" DISR lists), they are either not widely adopted or inconsistently implemented by off-the-shelf products. "Embrace and extend" lock-in strategies are rampant; providing a needed feature in a non-standard manner to lock users in to that vendor's product. And of course, mature standards and compliant implementations are merely necessary, not sufficient. Gaps may still exist if the technical infrastructure is fully in place, but the human and organizational issues of making them available for use have not been addressed. Any of these conditions qualify an infrastructure for the "evolving" label, which encompasses almost all government SOA applications today.    (3ES9)
What mature infrastructures don't support    (3F2V)
· Single sign-on (federated identity)    (3F01) 

· Fine-grained security (message-level, field-level)    (3F02) 

· Interoperability (esp. for asynchronous messaging)    (3F03) 

· Disadvantaged enclaves: ships at sea, foxholes, etc    (3ESB) 

Practical Guidance Alternatives    (3F2N)
· Wait until the standards, implementations, or the human/organizational gaps are resolved.    (3ESE) 

· Forge ahead with a vendor's non-standard "solution" and tolerate the consequences of being locked in to that vendor's products.    (3ESG) 

· Define an internal standard to bridge the gap and build reference implementations of that standard. Both steps are needed; standards+policy alone is not sufficient.    (3EZN) 

Since the first two alternatives will not be viable for many government applications, we concentrate on the third alternative; bridging any gaps with internal standards and reference implementations that are based on external standards and off-the-shelf implementations.    (3FD2)
Internal standards and interoperability policy guidance alone is not sufficient. Standards result from industry consensus processes which often requires compromise, which can make standards vague and easily misinterpreted. Interoperability policy guidance alone, like "Keep off the grass signs", is rarely as effective as the "Pave the Bare Spots" strategy of providing reference implementations that service-builders can simply pick up and use. Finally, other groups have found that reference implementations holds complexity in check by emphasizing incrental improvement to working prototypes over "powerpoint engineering". (flesh out from https://www.giglite.org/Paving%20the%20Bare%20Spots.pdf)    (3FD3)
------------------------------(Contribution 2)----------------------------
How Web Services affect Network?    (3FQC)
· Renewed IT investments are driven by increasing demands for more efficient communications and information sharing across disparate agency networks. Increasing volumes of data required for decision support results in progressively more complex data management environments. Web services, which use distributed software programs and applets that form building blocks for application development, operate across geographically dispersed computing platforms. The need to reference multiple applications physically residing in geographically distributed locations creates additional traffic and service management challenges. Controlling large quantities of intersystem traffic requires robust, flexible networks that provide high levels of network performance (i.e., low latency and high throughput) to enable a high-quality user experience    (3FQD) 

Comment: Suggest grounding these claims on specific policy documents such as FEA PRM and NCOW, and expand them to address security and interoperability requirements from NCOW/others.    (3FRH)
Why SLA (High Availability) affect Network    (3FQE)
Agencies increasingly focus on data availability and protection as they implement solutions for continuity of operations (COOP) and disaster recovery (DR). Data transport between primary and backup locations, often separated by hundreds or thousands of miles, is integral to effective COOP and DR strategies. As data backup needs increase, agencies must weigh the risk versus importance of the data and balance this by providing an affordable, secure and highly adaptable network solution. Increased user demands on agency networks, coupled with the growth in latency-intolerant and bandwidth-hungry applications, often exceed the capabilities of existing network infrastructure.    (3FQF)
Comment: Is govt really suffering from "increased user demands on agency networks, coupled with the growth in latency-intolerant and bandwidth-hungry applications" today? Isn't that a "problem" govt wishes it had?    (3FRI)
· Disjointed network architecture with multiple transport technologies managed by a mix of in-house and third parties contribute to the limited interoperability of networks and applications. Taken together, these factors drive network planners to seek flexible, adaptable and manageable WAN solutions. These WAN solutions include private optical networks and managed wavelength services tailored to the networking requirements and cost constraints of government agency networks.    (3FQH) 

Comment: What is the advice to govt planners, given that this diversity arises from funding realities beyond their control. Especially legacy applications and the tendency for each program stovepipe to build its own infrastructure with little regard for interoperability?    (3FRJ)
· Portal Infrastructure: To implement a service-oriented architecture (SOA), companies must consider what steps and technologies are involved. Portals represent a logical first step in the process. A portal can clarify the sometimes confusing SOA concept for an organization's IT staff and end users. An enterprise portal project pulls together the disparate groups involved in cross-enterprise technology projects. No other technology is more tangible than a portal, and IT professionals and users can relate to it. Portal products have leveraged service-oriented concepts since 1998, so they provide a natural approach to SOA. It leverages Web services extensively. It leverages portlets, which consume services or communicate to provide orchestrated flows and on-the-glass composite applications.    (3FQK) 

Comment: Why isn't the first step to deploy a foundation infrastructure capable of secure+interoperable transport? Why build a portal before there are any services, or even a transport infrastructure capable of reaching them securely/interoperably?    (3FRK)
· Meta Data Management: Although promising as a new method for building applications, SOA will fail if long-standing data quality, data redundancy and semantic inconsistency issues are not addressed. Unless organizations take a disciplined approach toward enterprise wide information management; the SOA method of development may become fraught with highly redundant and inconsistent data stores and data integration applications, which is no different than today's reality in most large enterprises or Gov. Organizations. Complex or conflicting sources, inconsistent semantics and poor quality data (previously hidden and protected in tightly coupled systems) are suddenly exposed during service composition, creating confusion as multiple developers try to achieve efficiency and reuse.    (3FQL) 

Comment: The internet doesn't provide data quality, data redundancy and semantic consistency either. Has the internet "failed"? Why is SoA different?    (3FRL)
------------------------------(Contribution 3)----------------------------
SOA Infrastructure Management    (3FOS)
· The same principles that applied in managing "pre-SOA" infrastructures also apply here. The platform technologies such as the networks, protocols, OS's, storage, computers, etc. are essentially the same. The SOA Infrastructure, the subsequent services and applications are still beholden to that platform and must be managed in a similar way. Therefore, the same approaches for network/enterprise management are relevant, i.e. I have to make systems available, secure, monitorable, accountable, etc. So don't throw away your enterprise management techniques.    (3FOT) 

Comment: Do you mean the enterprise mgt techniques that made legacy systems so available, secure, monitorable, accountable? ;)    (3FQO)
· In fact, SOA makes enterprise management a little harder. At its essence it encourages ad-hoc connections across the infrastructure. Consumers may use services in ways never conceived, and of course with unreasonable expectations. This can stress parts of the infrastructure that were architected with a "known-connection" mindset. Therefore, you must manage the infrastructure to ensure service SLA compliance, balanced infrastructure load, and priority resolution to accomplish mission goals. New tools that understand the SOA platform should be part of the SOA portfolio. Greater freedom in employing services to solve problems requires greater management of the infrastructure.    (3FOU) 

Comment: Why does greater freedom require greater management? Wasn't the opposite true of the internet?    (3FQQ)
Network and Communications Infrastructure    (3FOV)
· An important enabler for SOA is Web services and one of the critical components of SOA Governance is SLA.    (3FOW) 

Comment: SLA=Service Level Agreement?    (3FQS)
· Renewed IT investments are driven by increasing demands for more efficient communications and information sharing across disparate agency networks. Increasing volumes of data required for decision support results in progressively more complex data management environments. Web services, which use distributed software programs and applets that form building blocks for application development, operate across geographically dispersed computing platforms. The need to reference multiple applications physically residing in geographically distributed locations creates additional traffic and service management challenges. Controlling large quantities of intersystem traffic requires robust, flexible networks that provide high levels of network performance (i.e., low latency and high throughput) to enable a high-quality user experience    (3FOX) 

Comment: Isn't this a problem the govt wants to have; i.e. many services, heavily used? Isn't the obstacle the absence of any (policy-compliant; secure+interoperable) connectivity at all? Shouldn't the policy guidance be 1) establish secure+interoperable foundation, 2) build services on that foundation, 3) decide how to manage problems as they surface, 4) evolve and improve.    (3FQU)
· With respect to network SLA, agencies increasingly focus on data availability and protection as they implement solutions for continuity of operations (COOP) and disaster recovery (DR). Data transport between primary and backup locations, often separated by hundreds or thousands of miles, is integral to effective COOP and DR strategies. As data backup needs increase, agencies must weigh the risk versus importance of the data and balance this by providing an affordable, secure and highly adaptable network solution. Increased user demands on agency networks, coupled with the growth in latency-intolerant and bandwidth-hungry applications, often exceed the capabilities of existing network infrastructure.    (3FOY) 

· A disjointed network architecture with multiple transport technologies managed by a mix of in-house and third parties contribute to the limited interoperability of networks and applications. Taken together, these factors drive network planners to seek flexible, adaptable and manageable WAN solutions. These WAN solutions include private optical networks and managed wavelength services tailored to the networking requirements and cost constraints of government agency networks.    (3FOZ) 

Comment: How would you avoid "disjointed network architectures", when each project stovepipe builds its own infrastructures because of the difficulties of funding infrastructural development?    (3FQW)
· The communications infrastructure used to invoke services, send messages, etc. must support flexible message exchange patterns. a) Lengthy request-response transactions within a distributed environment can cause chaos. The infrastructure should provide a range of invocation patterns that enable clients to experience synchronous operations, while the infrastructure implements asynchronous behavior. b) The infrastructure should allow service locations to be hidden. The client of a service should not be bound to its location; the infrastructure should take care of the routing and QoS. c) Point-to-point messaging often used by publish and subscribe components - especially with centralized broker scenarios - can cause immense performance problems. Alternatives that allow either federation of the publication or multicast of the information should be available. d) The messaging plumbing is the key component to enabling services - you can't use what you can't get to.    (3FP0) 

Portal Infrastructure    (3FP1)
· To implement a service-oriented architecture (SOA), companies must consider what steps and technologies are involved. Portals represent a logical first step in the process.    (3FP2) 

Comment: Why isn't the first step to deploy a foundation infrastructure capable of secure+interoperable transport?    (3FQY)
· A portal can clarify the sometimes confusing SOA concept for an organization’s IT staff and end users. An enterprise portal project pulls together the disparate groups involved in cross-enterprise technology projects. No other technology is more tangible than a portal, and IT professionals and users can relate to it. Portal products have leveraged service-oriented concepts since 1998, so they provide a natural approach to SOA. It leverages Web services extensively. It leverages portlets, which consume services or communicate to provide orchestrated flows and on-the-glass composite applications.    (3FP3) 

Comment: Why build a portal before there are any services, or even any transport infrastructure capable of reaching them?    (3FR0)
Policies and Services    (3FP4)
· Policies need to be declarative, centralized, and executable. Declarative: Human readable and represented as data, not code, so that they can be understood and changed. Centralized: From an operator perspective, he/she must be able to access the relevant policies. These policies may be federated across different stores, but the operator should have one access point. Executable: Policy Enforcement Engines, wherever they may live in the enterprise, must be able to execute the policies within the context that they are executed.    (3FP5) 

· A self-organizing set of services requires accessible, flexible, changeable management policies.    (3FP6) 

Comment: Why? Please justify this claim. Are these requirements necessary? Sufficient?    (3FR2)
· Service profiles should not only state what consumers expect of the service, but also what the service expects of the infrastructure. A service can't meet its SLA's if it expects performance, QoS, etc. that can't be delivered by the infrastructure. These service profile statements could be inputs to management policies. There's no sense offering services that can't meet their SLA's.    (3FP7) 

Comment: Comcast provides no SLA (and often fails to meet even that), yet I find internet services useful. The same is true of non-computer capabilities; i.e. US Postal service. Please justify and explain this claim.    (3FR4)
Meta Data Management    (3FP8)
· Although promising as a new method for building applications, SOA will fail if long-standing data quality, data redundancy and semantic inconsistency issues are not addressed. Unless Organizations take a disciplined approach toward enterprise wide information management, the SOA method of development may become fraught with highly redundant and inconsistent data stores and data integration applications, which is no different than today's reality in most large enterprises or Gov. Organizations. Complex or conflicting sources, inconsistent semantics and poor quality data (previously hidden and protected in tightly coupled systems) are suddenly exposed during service composition, creating confusion as multiple developers try to achieve efficiency and reuse.    (3FP9) 

Comment: The internet doesn't provide data quality, data redundancy and semantic consistency either. Has the internet "failed"? Why is SoA different?    (3FR6)
------------------------------(Contribution 4)----------------------------
Develop infrastructures in enterprise space, not project space    (3FS8)
Projects (stovepipes) should not be expected to build infrastructures that must be interoperable with other projects across the enterprise. Infrastructures should be developed in enterprise space; a separate space that is managed by the enterprise independently from all projects. Projects focus on building enterprise services within their own project space. These intercommunicate via an enterprise service bus, which the enterprise as a whole contributes to within enterprise space.    (3FS9)
The distinction between enterprise and project spaces is modeled after a similar distinction made in the construction industry. Developers build houses (services) within a distinct project space for each house, independently of other developers' spaces. But the project spaces all share a common infrastructure (bus) that is developed and managed centrally for the enterprise as a whole (by the state, county, city, etc). The interface between project space and enterprise space occurs at a tightly specified demarcation point. This is typically in the basement, where the internal electrical/plumbing/water systems connect to the external infrastructure of the state, county or city.    (3FSA)
Base interoperable infrastructures on enterprise-wide collaboration    (3FSB)
Most project stovepipes are based on and funded by the government acquisition process. This requires each project to meet specified objectives within a specific timeframe. The acquisition process imposes considerable oversight to ensure that government's objectives are being met. This imposes a significant documentation burden on each project and leads to stovepipe mentality; overemphasis on project objectives at the expense of broader enterprise objectives such as interoperability.    (3FSC)
Infrastructures develop and evolve over an extended life time that is far longer than any particular project. While traditional project acquisition processes are appropriate for finite-duration projects (services developing over months or years), they are not appropriate for enterprise infrastructures, which must remain operational for generations while evolving to stay abreast of continually changing base technologies (computers, networks) and evolving requirements.    (3FSD)
Thanks to the reliance on cross-project collaboration, costs are affordable. For example, infrastructural management are drawn from managers already responsible for enterprise (non project-specific) objectives such as interoperability or security. Development staff is drawn from existing projects who are interested in building, improving or evolving the common infrastructure to meet their own project's mandated objectives. Existing information assurance and interoperability testing staff are not restricted to making a pass/fail judgment on something tossed 'over the transom' at the end. They work within the enterprise space as part of the collaborative team, contributing their detailed knowledge of interoperability or security requirements that other team members may well lack.    (3FSE)
Standards and Interoperability Policy are necessary, not sufficient    (3FSF)
The current project-centric acquisition process    (3FSG)
Example Enterprise Space: http://giglite.org    (3FSH)
The distinction between 'enterprise space' and 'project space' is not recognized by current government acquisition processes. This section will try to make it familiar by means of an specific example of the enterprise space at http://giglite.com.    (3FSI)
First, notice that the difference between enterprise space and project space is not a matter of the tools provided there. GIGlite is based on CollabNet, which provides exactly the same tools as the CollabNet instances used by many projects today (NCES; others?). The difference is that the scope is enterprise-wide, and that management, development and testing staff is drawn from existing staff across government (Naval Postgraduate School, SPAWAR, JITC, DISA) and industry (Unisys, Binary, IONA, Gestalt).    (3FSJ)
Service Delivery and Composition

· /AnalysisAndDesignLifecycle    (3FN1) 

· /DevelopmentLifecycle    (3FN2) 

· /IntegrationOfCustomAndPurchasedServices    (3FN3) 

· /Deployment    (3FN4) 

· /ServiceCompositionWithWebServices    (3FN5) 

· /ServiceCompositionWithoutWebServices    (3FN6) 

· /SOAGovernanceRole    (3FN7) 

· /SOAAssetManagement    (3FOH) 

· /ToolsForModelingAndConfigurationManagement    (3FOI) 

SOA and Other Management Processes

Key Messages for Other Management Perspectives

Implementing SOA solutions has a significant impact on many dimensions of IT management, including business process modeling, IT portfolio management, project management, change management and risk management.

Business Process Modeling:
SOA is a critical component of creating executable business process models. As an analyst noted, "BPM is SOA’s killer application, and SOA is BPM’s enabling infrastructure."  Many major tool vendors are in fact including BPM tools in their SOA suite of applications. To effectively develop SOA solutions, it is important to establish directly traceability between services and the workflows they are intended to automate and the information to be exchanged during these transactions. However, there are also challenges as business process modeling and SOA have typically used different notational standards or design and different executable languages for implementation. 

IT Portfolio Management:

SOA requires IT managers to approach portfolio management from a different perspective. A focus on "services" instead of "systems," which is fundamental to adopting an SOA approach, will demand a revolution in terms of the criteria by which portfolio management/investment decisions are made. Portfolio managers need to identify the target capabilities of the organization and then select interoperable, focused services instead of monolithic applications. 

Project Management: 

SOA implementations may require some organizations to modify their standard PM practices used for prior software development initiatives. In particular, a project focused on developing many lightweight, interoperable services will benefit more from an iterative than a waterfall-based approach. Furthermore, small, low-risk projects that can be used essentially as proofs of concept for SOA are generally best to allow the kind of learning necessary before moving forward more aggressively. Because the nature of SOA implementation emphasizes concurrent and incremental development, organizations will need to have mature change and configuration management processes in place.

Securing Your SOA

1. Federal SOA initiatives pose new security challenges in an XML world

2. Practical SOA implementations need to be secure
3. Federal Security initiatives can themselves be Services within an SOA

4. The Federal Information System Security (ISS) LoB initiatives can benefit from SOA 

5. Federal Identity Management initiatives like HSPD-12,

6. e-Authentication, PII and Real-ID can benefit from SOA

From a security management standpoint, determining the system owner, DAA, and security boundary are difficult concepts to apply to SOA.

There are many ways to slice this.  There are lots of inefficient ways to do it, which raise costs and risks.

Consumers need to have confidence that their data won't be compromised while under the control of a service provider. This concept is no different than using an outside agency or contractor to perform processing on your behalf.  OMB has stated in unequivocal terms:

1. What systems should be reported under FISMA?

FISMA applies to information systems used or operated by an agency or by a contractor of an agency or other organization on behalf of an agency.

All systems

meeting this definition shall be included in the report.

2. Must government contractors abide by FISMA requirements?

Yes and each agency must ensure their contractors are doing so.

Section

3544(a)(1)(A)(ii) describes Federal agency security responsibilities as including *information systems used or operated by an agency or by a contractor of an agency or other organization on behalf of an agency.* Section 3544(b) requires each agency to provide information security for the information and *information systems that support the operations and assets of the agency, including those provided or managed by another agency, contractor, or other source.*

By extension this applies to SOA, even if the service providers are in different organizations within the same agency.  What happens if your provider let's a accreditation lapse or has a breach?  How is incident reporting handled?

We also need a section that focuses on technical standards to enforce the proper security.  See http://www.argosyomnimedia.com/papers/ArgosySOASecurity1a.pdf 

By using technical standards and ensuring service providers adhere, assurance can be provided more efficiently and effectively.  It also can be consistently mapped to NIST SP 800-53, which is the standard for IT security controls and required per FIPS 200, which is a required FIPS. 

NIST was directed to put this in place per FISMA, so it can be tied into the FISMA reporting.

Additional Reference for Security Section

Steve has raised some very good points that we have been thinking about for some time.  Argosy has published a detailed paper on the existing SOA Security standards that may be a good starting point for the security component of this initiative.  Here is the link if you would like to learn

more:

http://www.argosyomnimedia.com/papers/ArgosySOASecurity1a.pdf 

Rob Montgomery

Argosy Omnimedia, Inc.

301.816.9373 x17

rob.montgomery@argoc.com
� Marks and Bell, Service Oriented Architecture; A Planning and Implementation Guide for Business and Technology, Wiley, 2006.  This governance chapter of this book served as the source of much of the content contained in this section.


� Organization Structure and Functions: (a) IT Organization, (b) IT Governance, (c) Liaisons to LOB owners, (d) Software Development, (e) Enterprise Architecture, (f) Impacts on other Enterprise processes such as resource allocation and implementation. 


� Processes to Govern: (a) Design-Time, (b) Publishing, (c) Discovery, (d) Run-time.


�Types of  Policies: (a) Enterprise, (b) Business, (c) Process, (d) Compliance, (e) Technology standards, (4) Security. 


� Enabling Technology: (a) Policy Engines, (b) Enforcement Models, (c) Architecture (d) Standards, (e) Integration and Interoperability, (f) Battle for Control.


� Metrics: (a) SLAs, (b) Conformance reporting and policy breaches, (c) Enforcing reuse of existing services vs. development of new services, (d) Enforcing reuse of sanctioned services vs. rogue services, (e) Enforcing service design best practices enterprise-wide vs. one-time design practices.


� Culture: (a) Value reuse of services over developing new services, (b) Values reuse of components and other IT assets, (c) Requires conformance to SOA Guidelines, principles and standards and overall policies, (d) Achieving IT productivity through reuse, (e) Reusing fundamental services available within the SOA to develop business solutions faster, cheaper, and better, (f) Achieving faster time for IT services to the business.


� Incentives & Sanctions for SOA Culture: (a) reward positive behaviors, (i) Services reuse, (ii) SOA conformance, (iii) Governance, (iv) Metrics; (b) do not reward behaviors that are not positive 


� Steps to set-up the organization:  (a) Define the overall SOA governance model, organization and processes, ( b) Define the SOA policies to be enforced, (c) Implement SOA governance policy and enforcement. 


� What does governance do? (a) Oversight, (b) Policies, (c) Funding models, (d) Implements governance process, (c) Services definition, creation and publishing, (d) Policies and processes QoS/SLA management..


�Values:  (a) SOA vision, goals, and guidelines, (b) SOA governance model, (b) SOA metrics and model, (c) SOA organization and structure, (f) SOA processes, (g) SOA roles and responsibilities, (h) Corporate culture and organizational behavior.
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