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FEA-SPP Briefing Topics

• Defining the FEA-SPP

• Visualizing an Architecture

• The SPP-FEA Methodology

• Validating the FEA-SPP

• Recent Activities / Next Steps

• Points of Contact
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Defining
the FEA-SPP

The FEA-SPP can help to develop effective 
information security and privacy solutions in 

the context of an agency’s business 
requirements and architecture
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Defining the FEA-SPP

The Federal Enterprise 
Architecture – Security and
Privacy Profile (FEA-SPP) was 
developed by the Office of Management 
and Budget and the Federal CIO Council 
to provide best practices and 
recommendations that promote the 
successful incorporation of information 
security and privacy into an 
organization’s enterprise architecture 
and to ensure appropriate consideration 
of security and privacy requirements in 
agencies’ strategic planning and 
investment decision processes.

FEA-SPP v2.0 was published in June 
2006 and can be downloaded at:
http://www.whitehouse.gov/omb/egov/documents
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Defining the FEA-SPP
The FEA-SPP is voluntary and does not replace existing law or guidance 
regarding the classification or protection of federal information and systems, 
including the following examples:

Security / Privacy Topic Law / Guidance
Legal requirements for the protection Federal Information Security
of Federal information and IT systems  Management Act of 2002 

Legal requirements to protect personal data   Privacy Act of 1974

Standards for Security Categorization of               Federal Information Processing
Federal Information and Information Systems  Standards (FIPS) Publication 199

Minimum Security Requirements for Federal         FIPS Publication 200               
Information and Information Systems

Management of Federal Information                      Office of Management and Budget
Resources Circular A-130

Recommended Security Controls for                      National Institute for Standards
Federal Information Systems                                  & Technology Publication 800-53
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Defining the FEA-SPP

All agencies seek to improve their mission performance. Architecture is a 
management practice to maximize the contribution of an agency’s 
resources to achieve its mission.  Architecture can establish a clear line 
of sight from investments to measurable performance improvements
whether for the entire enterprise or a portion (segment) of the enterprise.
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Defining the FEA-SPP

The figure below illustrates the relationship of architecture segments 
across multiple agencies.  A single agency contains both core mission 
area segments and business services segments. Enterprise services are 
those cross-cutting services spanning multiple segments.  

Segments can be leveraged 
within an agency, across 
several agencies, or the 
entire federal government.

Security Management is an 
enterprise-level service, and 
the FEA-SPP is the OMB-
recommended method to 
design and implement this 
type of service in enterprise 
and segment architectures. 



8

Defining the FEA-SPP

FEA-SPP is a 3-stage method for developing enterprise-level information 
security and privacy solutions within and across architecture segments. 

The FEA-SPP compliments existing law and guidance, and goes beyond 
program-level approaches by enabling an agency to capture information 
security and privacy requirements/solutions at an enterprise level 
through the agency’s architecture and capital planning processes. 
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Defining the FEA-SPP
FEA-SPP provides an enterprise level
approach to security and privacy 
solution development, 
which is different from
program-level approaches  

An enterprise-level approach looks at 
workflow, information exchanges, services, 
systems, and infrastructure in the context 
of the agency’s overall mission and goals 
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Defining the FEA-SPP
Examples of enterprise-level security and privacy 
solutions that can be enabled by the FEA-SPP:

• Identifying security controls for a multi-agency grants management system 
with tie-ins to the Grants.Gov web portal…. then contributing a generalized 
version of the solution to Core.Gov for component re-use by other agencies

• Designing HIPPA-compliant data access controls for an electronic patient 
record system that serves multiple hospitals

• Establishing a common security buffer zone for an agency’s internal networks

• Identifying requirements and solutions for the protection of personally 
identifiable information (PII) used during field inspections on laptops/PDAs

• Complimenting Service-Oriented Architecture efforts by designing reusable 
security controls for shared services across agency business units

The FEA-SPP works at all levels of the enterprise architecture
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Defining the FEA-SPP
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FEA

The FEA-SPP addresses information security 
and privacy from a business-centric enterprise 
perspective.  The FEA-SPP integrates the 
disparate perspectives of program, security, 
privacy, and capital planning into a coherent 
process, using an organization’s enterprise 
architecture for context and consistency. 

The Federal Enterprise Architecture provides 
a common language for discussing security 
and privacy in the context of Federal 
agencies’ business and performance goals, 
enabling better coordination and integration of 
efforts and investments across organizational 
or business activity stovepipes.
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Visualizing
an Architecture

A Practical Guide to Federal Enterprise 
Architecture defines enterprise architecture as 

“a strategic information asset base, which 
defines the mission, the information necessary 

to perform the mission, and the transitional 
processes for implementing new technologies 
in response to the changing mission needs.”
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Visualizing an Architecture

Enterprise architecture (EA) is a technique for documenting, evaluating, and 
planning an organization’s business objectives and the business activities, 
information, standards, and capabilities that support those objectives.2

Agencies typically maintain two versions of their enterprise architecture. The 
version that portrays the existing enterprise, the current business practices 
and the associated technical infrastructure is defined as a baseline or as-is 
architecture. The as-is architecture can be used to reduce costs and increase 
interoperability by helping organizations become aware of and reuse existing 
assets and develop enterprise solutions with reuse and interoperability in 
mind.  Understanding and establishing reusable components is an integral part 
of continuously improving an organization’s IT portfolio management.3

The enterprise architecture also describes the desired future state for an
organization—called the target or to-be architecture. Like the as-is 
architecture, the to-be architecture defines business objectives and supportive 
activities in both business and technical terms. Organizations move from the 
baseline state to the target state through a sequencing or transition plan.
Source: SPP v2.0, page 5.
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Visualizing an Architecture
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There are many approaches to modeling 
the current and future states of an 
enterprise.  Federal agencies are free to 
select any approach; however, all Federal 
agency enterprise architectures must map 
to the Federal Enterprise Architecture’s 
five reference models.  This mapping 
facilitates cross-agency analysis and 
identification of gaps, duplicative 
investments, and opportunities for 
collaboration within and across agencies.  
The reference models are used to better 
understand current organizational activities 
and capabilities by describing them in 
standard terms that are recognized across 
the Federal government. 
Source: SPP v2.0, page 6.

Federal EA Reference Models
and Security & Privacy Profile
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Visualizing an Architecture
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Visualizing an Architecture
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Visualizing an Architecture
The Federal Enterprise Architecture (FEA) is a business-based framework 
for government-wide improvement. It describes the relationship between 
business functions and the technologies and information that support 
them. The FEA is being constructed through a collection of interrelated 
"reference models" designed to facilitate cross-agency analysis and the 
identification of duplicative investments, gaps, and opportunities for 
collaboration within and across federal agencies. (OMB Circular A-11, Part 7)19
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Visualizing an Architecture
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Visualizing an Architecture
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Visualizing an Architecture

The PRM structure is designed to clearly articulate Line of Sight —
the cause and effect relationship between inputs, outputs and outcomes 
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Visualizing an Architecture
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The FTF uses a simple, 
familiar and organized 
structure. It contains 
government-wide IT policy 
objectives and cross-
agency initiatives including: 
OMB-sponsored initiatives, 
e.g., E-Gov and Line of 
Business initiatives, 
Government-wide initiatives 
such as Internet Protocol 
Version 6 (IPV6), Homeland 
Security Presidential 
Directive 12 (HSPD 12) 



26

Visualizing an Architecture

Ex
is

tin
g 

FI
PS

 &
N

IS
T 

Pr
oc

ed
ur

es
N

ew
 S

PP
Pr

oc
ed

ur
es



27

Visualizing an Architecture
Business Reference Model (BRM)

Lines of Business
• Agencies, Customers, Partners

Service Component Reference Model (SRM)

• Service Layers, Service Types
• Components, Access and Delivery Channels

Technical Reference Model (TRM)

• Service Component Interfaces, Interoperability
• Technologies, Recommendations

Data Reference Model (DRM)

Business -focused Data Standardization 
• Cross -agency Information Exchanges

Business
- D

riven Approach
(Citizen

- Centered Focus)

Performance Reference Model (PRM)

• Government -wide Performance Measures & Outcomes
• Line of Business -specific Performance Measures & Outcomes

Federal Enterprise Architecture (FEA)

Com
ponent

- Based Architectures

Business Reference Model (BRM)

•
•

Service Component Reference Model (SRM)

• Service Layers, Service Types
• Components, Access and Delivery Channels

Technical Reference Model (TRM)

• Technologies, Recommendations

Data Reference Model (DRM)

• -
• -

--

Performance Reference Model (PRM)

• Government -wide Performance Measures & Outcomes
• Line of Business -specific Performance Measures & Outcomes

Federal Enterprise Architecture (FEA)

Com
ponent

- Based Architectures

Business Reference Model (BRM)

Lines of Business
• Agencies, Customers, Partners

Service Component Reference Model (SRM)

• Service Layers, Service Types
• Components, Access and Delivery Channels

Technical Reference Model (TRM)

• Service Component Interfaces, Interoperability
• Technologies, Recommendations

Data Reference Model (DRM)

Business -focused Data Standardization 
• Cross -agency Information Exchanges

Business
- D

riven Approach
(Citizen

- Centered Focus)

Performance Reference Model (PRM)

• Government -wide Performance Measures & Outcomes
• Line of Business -specific Performance Measures & Outcomes

Federal Enterprise Architecture (FEA)

Com
ponent

- Based Architectures

Business Reference Model (BRM)

•
•

Service Component Reference Model (SRM)

• Service Layers, Service Types
• Components, Access and Delivery Channels

Technical Reference Model (TRM)

• Technologies, Recommendations

Data Reference Model (DRM)

• -
• -

--

Performance Reference Model (PRM)

• Government -wide Performance Measures & Outcomes
• Line of Business -specific Performance Measures & Outcomes

Federal Enterprise Architecture (FEA)

Com
ponent

- Based Architectures



28

Visualizing an Architecture
The FEA asks Federal agencies to look at their operations from common 
business, performance, service, technology, and data views; which are 
incorporated into Reference Models.  The FEA-SPP works within and 
across all five of the FEA Reference Model areas to identify enterprise 
level information security and privacy requirements and solutions.

PRM

BRM

SRM

TRM

DRM

The FEA-
SPP spans 
all five of 
the FEA 
Reference 
Models
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FEA-SPP Methodology

Stage III – SelectionStage II – AnalysisStage I – Identification

I.A. Identify 
Security and 

Privacy 
Requirements

I.A.1. External 
Requirements

I.A.2. Internal 
Requirements

I.A.3. Business 
Requirements

I.B.1. Evaluate as-
is and to-be

I.B. Identify 
Security and 

Privacy 
Capabilities

Document against 
security and 

privacy control 
families

II.C. Document 
against security 

and privacy 
control families

III.C.1. Update EA

III.C.2.a. Report 
Internally

III.C.2.b. Share 
Externally

II.A.1. Analyze 
Gaps

II.A.2. Analyze 
Capabilities

II.B. Analyze 
Trade-offs

III.A. Evaluate 
Proposals

III.B. Select 
Investments

The FEA-SPP methodology uses a 3-stage, 16-activity procedure to 
produce enterprise-level information security and privacy solutions 
using the architecture and investment management processes.
Each stage has goals, objectives, implementing activities, and output 
products for inclusion in the agency’s enterprise architecture.

Stage I
Identify

security and privacy 
requirements, assess 

capabilities  

Stage II
Analyze capabilities 

and performance 
gaps, document 

proposed solutions  

Stage III
Select appropriate 

solutions, make 
investments, and 

share results
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Stage I: Identification
Stage I is an identification of an agency’s business-supportive security and 
privacy requirements and the existing or planned capabilities that support 
security and privacy.  As a result of Stage I activities an agency will be able to:

• Fully identify program and enterprise-level security and privacy requirements,  
including previously unknown requirements

• Fully identify program and enterprise-level security and privacy capabilities, 
including current and planned future requirements

• Document requirements and capabilities in an agency’s enterprise architecture 
using a nomenclature that is common across the Federal government

There are three activities in Stage I:
Activity I.A:  Identify Security and Privacy Requirements
I.A.1: External Requirements    I.A.2: Internal Requirements    I.A.3: Business Requirements

Activity I.B:  Identify Security and Privacy Capabilities
I.B.1:  Evaluate as-is and to-be Capabilities

Activity I.C:  Update Architecture 
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Stage I:
Identification
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FEA-SPP Methodology

The FEA-SPP uses 17 security and 17 privacy control families to:
• Describe business and compliance needs for security and privacy
• Capture security and privacy information across the agency’s architecture 
• Identify unmet requirements
• Identify redundant or non-standardized capabilities
• Select solutions that cost-effectively mitigate local and enterprise-wide risks 
• Promote leveraging capabilities across agencies / Federal government

Security Control Families
Risk Assessment Maintenance            
System/Service Acquisition                     Personnel
Certification & Accreditation                      Planning
Physical & Environmental             Media Protection
System/Info. Integrity                  Incident Response      
Awareness & Training                Contingency Plans
Audit & Accountability             Configuration Mgmt
Identification/Authentication           Access Control
Systems/Comms Protection

Privacy Control Families
Policies and Procedures                Privacy Lifecycle        
Roles & Responsibilities Public Disclosure
Monitoring & Measuring                                  Notice
Education, Awareness Training                  Consent
Minimum Necessary                         Acceptable Use
Accuracy of Data                            Individual Rights
Chain of Trust                                      Authorization
Reporting and Response             Risk Management 
Security Measures

Source: FIPS-199 Source: FEA-SPP
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Stage I - Identification Activities.
The FEA-SPP methodology is implemented through activities specified for 
each stage.  The output of these activities is information that is integrated 
into the agency’s enterprise architecture.  For example, the table below lists 
the goals, objectives, activities, and output products for Stage 1 - Activity 1.A, 
which identifies an agency’s information security and privacy requirements.
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FEA-SPP Methodology

Stage II: Analysis
In Stage II agencies analyze their business-supportive security and privacy 
requirements and the existing or planned capabilities that support security and 
privacy. Stage II’s three analyses help agencies to:

• Identify gaps between requirements and current or planned capabilities
• Identify opportunities to increase interoperability between or reduce costs of

current or planned capabilities
• Propose solutions to address gaps or improve capabilities based on an 

informed trade-off analysis of alternatives

There are four activities in Stage II that support three types of analyses that 
address information security and privacy gaps, capabilities, and tradeoffs:

Activity II.A.1:  Analyze Gaps
Activity II.A.2:  Analyze Capabilities
Activity II.B:     Analyze Tradeoffs 
Activity II.C:     Document Proposed Solutions
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Stage II:
Analysis

Proposed 
Security 

Solutions

Proposed 
Security 

Solutions
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FEA-SPP Methodology
Stage II - Analysis Activities.
The following activities support the goals and objectives of Stage  II’s three types 
of analyses.  For each activity, security and privacy information for the enterprise 
and/or program should be integrated into the agency’s enterprise architecture.  

The table illustrated below is a tool that can be used to determine where 
activities’ outputs should be documented, identify the location where data is 
maintained, identify the owners of associated data, and document any corrective 
actions identified to improve the data or complete the activity.
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Stage III:
Selection

Select

ControlEvaluate
InvestmentsInvestments
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Stage III: Selection
Stage III involves the enterprise-level evaluation of the information security and 
privacy solutions that were proposed in Stage II, as well as the selection of 
major investments to implement those solutions.   Stage III activities include:

• An evaluation of individual security and privacy proposals so that each fully 
reflects the outputs of Stages I and II

• The selection of individual proposals that best support the business, security,  
and privacy needs of the agency

• Update of the to-be architecture and sharing of reusable components

There are five Stage III activities:
Activity III.A:  Evaluate Proposals
Activity III.B:  Select Investments
Activity III.C.1:  Update Architecture
Activity III.C.2.a:  Report Internally
Activity III.C.2.b:  Share Externally
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Stage III - Selection Activities.
The following table provides a tool to determine where Stage III activities’
outputs should be documented, identify the location where data is 
maintained, identify the owners of associated data, and document any 
corrective actions identified to improve the data or complete the activity.



41

FEA-SPP Methodology

In the segment 
architecture 
transition strategy, 
individual programs 
and project level 
plans are defined 
for each segment 
architecture, while 
taking into account 
any dependencies 
that crossover into 
other segments.  
The FEA-SPP 
helps to identify 
security and privacy 
solutions within and 
between segments.
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The EA transition strategy should include clear linkage between 
initiatives identified in the transition strategy and specific investments 
in the agency’s investment portfolio, including security and privacy.
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FEA-SPP Validation

Validation testing was conducted at the Department of Justice (DOJ) 
and the Department of Housing and Urban Development (HUD).
• Each Department contributed a cross-functional team of 6-10 people
• Each Department’s team participated in about 16 hours of facilitated 

sessions over the course of about four weeks.
External update activities consisted of reviews of related and recently 
published documentation. This included reviews of OMB, FEA, and NIST 
documentation.  The validation activities resulted in the collection of the 
following recommendations:
• Clarify the general intent of the document
• More specifically describe activities and their outputs
• Make terminology less complex and discipline-specific
• Make stronger linkages to external OMB, FEA and NIST documentation and 

activities
• Allow for varying architectural maturity among implementing organizations



45

Recent Activities and
Next Steps for
the FEA-SPP



46

Recent Activities / Next Steps
Spring/Summer 2006
Validation testing completed at DOJ and HUD.  Version 2.0 of the FEA-
SPP was released by OMB.

Fall 2006
Scott Bernard of FRA/DOT was named as co-Chair with Sallie McDonald 
of DHS for addressing FEA-SPP issues and development via the Federal 
CIO Council’s Architecture and Infrastructure Committee.

Winter 2007
Raising awareness of the FEA-SPP through presentations at 
security and architecture conferences / government meetings.  
Implementation working group of government and industry 
representatives to be formed.

Spring/Summer 2007
Agency implementation of FEA-SPP v2.0 begins.  The Federal 
Railroad Administration plans to implement from Apr – Sep ‘07. 
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Points of Contact

Federal CIO Council
Architecture and Infrastructure Committee
FEA-SPP Co-Chairs:

Scott Bernard
Deputy Chief Information Officer
Federal Railroad Administration
Department of Transportation
scott.bernard@dot.gov

Sallie McDonald
Special Assistant to the Assistant Secretary,
Infrastructure Protection 
Department of Homeland Security
sallie.mcdonald@dhs.gov

mailto:scott.bernard@dot.gov
mailto:sallie.mcdonald@dhs.gov
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