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Security and Identity Issues in Cross-agency SOA

This breakout session and accompanying demonstration will examine key security and identity considerations in deploying cross-agency Web Services and SOA. The speaker, author of several SOA publications, will discuss how identity and message level security are implemented in application-application SOA that spans government departments and agencies. Topics covered in the discussion will include:

 

-         How to protect against XML threats and infrastructure exploits in X-agency SOA

-         Leveraging identity and access infrastructure for SOA authentication / authorization

-         How to enforce message level data privacy, integrity, data conformance policies 

-         Implementing federated SOA 

-         Understanding the role and deployment model for Web Services security standards like WS-Security, WS-SecureConversation, WS-Trust, WS-SecurityPolicy, WS-Policy

Following a discussion of the problem, the Layer 7 CTO will demonstrate how SOA security and identity policies can be defined in an SOA using design-time developer tools and runtime XML Firewalling products.

Audience:

This discussion and demonstration should be directed to beginner to intermediate SOA and security architects. 

About the Speaker:
Dr. Toufic Boubez, Ph.D., Layer 7 Technologies, CTO

Prior to co-founding Layer 7 Technologies, Toufic Boubez was the Chief Web Services Architect for IBM's Software Group. He co-authored the original UDDI API specification, chaired many XML and Web services conferences and was named on InfoWorld’s “Ones to Watch” list. An author of many publications, including “Building Web Services with Java”. Toufic is also actively involved with various standards organizations such as WS-I, OASIS and ACORD and co-author of WS-Trust and WS- SecureConversation.

About Layer 7

Layer 7 is a leader in XML security and networking. A 2005 Infoworld 100 company for security and 2006 Secure Computing Awards Finalist, Layer 7 provides a family of XML Firewalling and security products for Web services and SOA.

