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SOA Implementation: An HP Identity Management Case Study 
Service Oriented Architecture (SOA) is an approach to building information systems. It is not a technology. The SOA paradigm is a functionality which is expressed as a set of modular re-usable shared services; the services expose interfaces which have the rules to invoke these services. It decouples where functionality resides from where it can be consumed SOA is based on several time-honored software architecture principles such as encapsulation, collaboration, interface contracts, and loose-coupling. Web services are one of the technologies for implementing SOA architecture.

SOA has compelling business benefits

· Invest once, leverage many times in different contexts

· Help eliminate duplicate functionality; Potentially huge cost savings

· Time to market: Solutions can leverage existing re-usable services

· Re-use of business processes, ensuring consistency

· End solutions will be free to focus on providing a superior user experience

· Dependency on interfaces makes for more manageable dependencies, and makes it  simpler to plug-in alternate implementations

· Ability to make “closed” systems more “open”; Lowering barriers to usage

Increased use of SOA—are driving security and identity management (IdM) trends. 

Reduced interdependency and increased consistency should improve security in the transition from tightly coupled to loosely coupled (or SOA) distributed computing approaches. In addition, emerging identity management standards such as Security Assertion Markup Language (SAML) and the widespread use of Extensible Markup Language (XML) and Web services programming models are making it easier for applications to leverage identity services.

Instead of agreeing on one identity and security system for everyone and everything, security systems can exchange authentication and authorization assertions (or claims), and even general information about policies. As long as security systems can consume and produce the standard assertion format, they can interoperate in a federated model.
Federation

Federated identity and SOA are joined at the hip; both enable loosely coupled integration across autonomous domains (within or between organizations). Web services must identify and authenticate themselves, and/or the user on whose behalf they act.

“Federated Identity,” and the standards for federation established by OASIS and the Liberty Alliance Project, define mechanisms for companies to share identity information between domains. As a result of federation, companies are now able to create identity-based applications (such as federated single sign-on) that enable increased access to cross-boundary information.
The driving concept behind federated identity is that the existing, heterogeneous nature of enterprise IT architecture should not have to be changed. Federation is the notion that by securely and efficiently enabling access to cross-domain resources, enterprises are able to improve productivity, operational efficiency and competitive differentiation.
SOA Model for HP-IT’s Federation Implementation
HP-IT's identity management system hosts 21 million users and is growing at a rate of 700K users a month. Such a large scale deployment requires both flexibility and scalability, while at the same time providing robust security and user-based privacy controls. 

To address the HP identity and access management challenges, HP-IT is implementing identity federation through an SOA model. The solution enables HP-IT to provide SSO experience to the large number of users who access a wide variety of both internal systems and external partner and customer systems. The key to the implementation is federation via the SAML 2 and Liberty Federation protocols, which allows for interoperability with a growing number of partners who have disparate external IDM systems while also addressing security and privacy concerns. These partners also had SOA architecture.
The two key points about this solution was that

· Federation services are configured so that it could interoperate with access management systems from different service providers which used different identity management vendors and promoted a SOA model
· Each of our service providers used different web services standards like SAML 1.0, 1.1, 2.0 (Oasis standards) or the Liberty Alliance specifications, we were able to support multiple concurrent federations with multiple standard protocols which showed the loose coupling capabilities of a SOA model. 





















