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Forum Systems provides both Hardware and Software solutions which focus on Web services and SOA data security to enable agencies to efficiently secure and share sensitive information. As you know, the way in which Web data is formatted and shared, opens itself to misuse. 

 

Forum Web security technology focuses on the security threats that generally are not being addressed around Web services and XML 1) Exposing your applications and business API's through Web services over HTTP, 2) Allowing un-inspected SOAP/XML messages requests with attachments to enter and leave your network, and 3) Unregulated access and extraction of information. 

 

Many customers don't realize that their typical IP Firewalls can't process SOAP/XML, and are therefore exposed to harmful SOAP with XML messages traffic through ports 80 and 443. Some of the largest Fortune 500 companies and Government agencies have looked to Forum to address this issue. Forum customers include IRS, NSA, USDA, NATO, US Navy, Amazon, Motorola, Charles Schwab, Wachovia, to name just a few. 
 

Extensive Government Certifications
 

With Forum, agencies can now guarantee that they are using the most tested and highest Government certified Commercial WS Security product available today. With our entire hardware being certified by NIST with FIPS 140-2 level II. for Gov. agencies looking for FIPS restricted XML, Web services SOA Security. If you are not familiar with NIST FIPS 140-2 Level II, Please note that our Sentry 1504 FIPS box is "certified" by NIST. Other vendors are only "component compliant", (just using FIPS components does not ensure the appliance is FIPS "certified" secure), as Forum has gone through the stringent 18 month NIST certification for the entire appliance. http://csrc.nist.gov/cryptval/140-1/1401vend.htm
 

JITC DOD PKI, The Joint Interoperability Test Command (JITC) and DISA has completed Department of Defense (DOD) Public Key Infrastructure (PKI) testing of Forum Sentry (WS) Security Gateway. http://jitc.fhu.disa.mil/pki/vendor/forum_systems_forum_sentry.html. Forum is the only WS hardware security vendor certified with Common Access Card (CAC), a DOD secure authentication requirement.
 

Our NIAP Common Criteria EAL 4+, which is in the final stages of certification, http://niap.nist.gov/cc-scheme/in_evaluation.html#f, is the highest NIAP CC attainment of certification for a WS security gateway.
 

http://forumsys.com/about_forum_federal.htm

 

