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Title: The Evolving Security Environment for Web Services 

Abstract: The emerging security landscape for netcentric applications can be divided into two enclaves: Enterprise SOA ,which has the potential for Mashups, and Web 2.0, user-focused public SOA. Netcentricity is becoming a reality and the mashup folks are the first to *really* take advantage of it. Unfortunately, the current crop of mashups are plowing ahead without any cognizance of the security or privacy implications of their actions 

We are entering a climate where exposing application programming interfaces (APIs) for constituent consumption will be a differentiator in any environment and will allow you to build an operating model based on transactions and scale. The current technology framework lacks an effective means to provide dynamic security (confidentiality, integrity, etc.), multi-modal reliability (operate in a disconnected/multi-network environment), and governance (enforceable contracts/SLA) which would be needed for the software ecosystem to mature and survive.

These APIs are typically manifesting in the form of Web Services which are usually associated with the “triumvirate” of SOAP, WSDL, and UDDI. However, over the past 18 months, REST Web Services have enjoyed increasing popularity. 
Although the theory surrounding REST (REpresentational State Transfer) is complex, the practice is simple. The so-called “mega Web Services” offered by Google, Amazon, and Yahoo! all feature REST interfaces which have proven to be very popular amongst developers, especially when compared to their SOAP-based equivalents. These security models (using “developer tokens”) are examined.  
This session will examine the evolving security landscape encompassed by enterprise SOA and Web 2.0 and how established  SOA security principles apply to REST style Web Services. 

Practical examples are provided throughout..

This session addresses several questions: 

· What environmental factors have changed the security landscape?

· Are REST Web Services inherently insecure?

· How can a security model apply to both SOAP and REST Web Services?
· Is AJAX inherently insecure? 

Note: Some slides from this presentation were presented at the RSA Security conference, in Feb 2006, and the evaluation scores are attached (average 4.27 out of 5).

Presenter:
Hart Rossman (SAIC): Chief Security Technologist for SAIC's Integrated Security and System Solutions Business Unit. Over the last 3 years he has emphasized incorporating security services into SOA/Netcentric applications & architectures for government and commercial customers.
Contributing Content:
Mark O’Neill (Vordel): CTO of Vordel and the author of the best-selling book on Web Services security, “Web Services Security”, published by Osborne/McGraw-Hill. Mark has spoken on XML security at the RSA conference every year since 2002, and for 2006 has been selected to speak at the Burton Group Catalyst conference (June 06) and NetSec (also June 06).
High-level agenda: 

· What business drivers are affecting the new security landscape?

· What is REST? Getting beyond the complex terminology to the real essence of REST.

· Why is REST so popular when compared to SOAP?

· What is AJAX? What are its underlying technologies? Why is it so popular? 

· Can Web Application Security techniques adequately protect REST Web Services? 

· Since REST Web Services cannot use WS-Security, does that mean they are insecure?
· How are Amazon and Google addressing security for REST.
Technical Requirements:
Presenters will provide their own laptops. No internet connection is required. 
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