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Where’d we come up with this?
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An enterprise environment 
to deploy reusable 
standards-based software 
components.

Driven by business users—
not the IT department.

Archetypal SOA

What’s a SOA? the archetype
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What’s a SOA? why do it right

To achieve the broad benefits of service-oriented 
architecture — reuse, agility and real time 
governance — the design methodology must be 
deliberate. 
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What’s a SOA? at the ftc
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What’s a SOA? at the ftc
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What’s a SOA? approach

Craft Strategy to Migrate to a New 
Enterprise Model

Start with the Archetype SOA

Understand and Map Requirements to 
Existing and Planned Systems & Components

Focus on Minimal Disruption, Performance 
and Cost Control
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Requirement Technology Rationale

Be a SOA (!)
web services, 

UDDI
Loosely coupled; 

‘plug-n-play’

Flexible architecture
Linux,  Apache, 

Jboss
Unix, J2EE familiarity

Ease of product/
component integration

WSDL/SOAP/XML
swap services, connect
 and use services easily

High-availability Cluster, mirror servers, 
many app instances Scales well, redundant

Use of open standards WS-I Standardized interfaces, well-
known, interoperable

What’s a SOA? how we did it
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Stick with Standards! WS-1 defines core interoperability. Web services 
management capabilities that will be configured and managed in the 
portal:
Auditing/Logging: 
keeping a complete, 
persistent record of 
SOAP requests and 
faults

Reliability: 
configuring message 
delivery based on the 
WS-Reliability standard, 
use ESB, ASG

Security: configuring 
authentication, integrity 
with digital signatures, 
and confidentiality with 
encryption based on 
the WS-Security 
standard, using ASG, 
LDAP, CAWeb services 

lifecycle 
management: 
enabling and disabling 
services and their managed 
capabilities (jUDDI, ASG)

Deployment: 
configuring standard 
deployment plans for 
web services based on 
J2EE 1.4 standards

What’s a SOA? nuts-n-bolts
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Leverage What You Build 
With a Portal and other New Technologies

Portal

Enable Single-Sign-On with an LDAP

Open Source is Your Friend, and

Scale for High Capacity

SOA lessons learned | bluedog.net
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New Technologies, portal-based
(1 of 4)

Portal provides the 
human interface to both 
the ‘front end’ and the ‘back 
end’ management.

The LDAP directory service provides the 
single repository of user information so 
single-sign-on works, secure and easy 
management of users, groups and roles is 
possible
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15



New Technologies, Linux
(2 of 4)

Linux (gentoo 
distribution) 
provides a 
reliable, secure and 
high performance 
operating system 
that is as familiar 
as any flavor of 
UNIX

Build optimized 
kernel for processor

Install only system 
components needed (more 
secure, less overhead)

Portage means easy 
package management 
(check dependencies, easy 
distribution) 

SOA lessons learned | bluedog.net

16



New Technologies, web services
(3 of 4)

Web Services 
are the “brains” of 
the SOA; almost all 
components are 
deployed as such, 
and run in JBoss 
application server 
environment. 
Deploys easily; less 
code means less to 
break, regression 
tested for reliability
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Scale for High Capacity

Shared editing context (one query, done w/ DB, 
shared across instances of the web service)

Single DB connection per instance (not 150)

Need more capacity? Add more instances, more 
servers

New Technologies, web services
(4 of 4)
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Leverage What You Build 
With a Portal and other New Technologies

Easy to Manage for the IT Department

Make Services Discoverable

Expose the Services with an Eye to Growth 
using an ESB

Rules Engine Approach Means No Source 
Code Recompiles for Changes

Scale for High Capacity

SOA lessons learned | bluedog.net
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Easy to Manage, portal-based 
(1 of 8)

PORTAL

Web ServicesESBSystems

Nagios monitors 
systems & processes

AWstats provides 
web log analysis

Webmin provides 
GUI for systems 
admin

SOA lessons learned | bluedog.net
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Easy to Manage, portal-based 
(2 of 8)

PORTAL

Web ServicesESBSystems

Portage provides 
means to handle 
routine patches, 
deployment of new 
web services

PhpLDAP provides 
GUI for user 
administration

SOA lessons learned | bluedog.net
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Easy to Manage, portal-based 
(3 of 8)

PORTAL

ESBSystemsWeb Services

Web Services are 
deployed into JBoss, 
and instances are 
configured and 
controlled in one 
interface
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Easy to Manage, portal-based 
(4 of 8)

PORTAL

SystemsWeb ServicesESB

ASG Looking 
Glass provides view 
into web services 
activities. Drill down 
to view performance 
of chains of services
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Easy to Manage, portal-based 
(5 of 8)

PORTAL

SystemsWeb ServicesESB

Sonic ESB provides 
console view of JMS 
and translation 
pipeline activities
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Easy to Manage, portal-based 
(6 of 8)

PORTAL

ESBSystemsWeb Services

UDDI is used as the 
directory of web 
services, and provides 
an interface to publish 
relevant information 
about available 
processes
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Easy to Manage, portal-based 
(7 of 8)

PORTAL

ESBSystemsWeb Services

JRules is used as the 
repository of business 
logic, managed by the 
business customers

SOA lessons learned | bluedog.net
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Easy to Manage, portal-based 
(8 of 8)

Scaling means 
adding more instances 
on existing servers, 
or adding more 
servers with 
instances,
or both

SOA lessons learned | bluedog.net
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Architect to be: 
Highly Available

Reliable

Easy To Manage

“Future-Proof”

SOA lessons learned | bluedog.net
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“Future-Proof”

Web services are J2EE applications — as long 
as developers stick to WS-I specifications, 
building is easy, ‘plug-n-play’ works

With the Linux cluster, add more blades to 
increase capacity (number of concurrent 
connections), and

Move incrementally away from 1980s, 1990s 
models to SOA, without disruption

SOA lessons learned | bluedog.net
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Implement Incrementally

SOA environment is deployed in isolation 
from current one

Deploy web services that communicate into 
the existing environment, but continue to run 
the current environment intact, and

As new web services replace legacy 
components, switch them off with little 
disruption to users

SOA lessons learned | bluedog.net
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Successful Services we’ve deployed 
(1 of 6)

GMS Dashboard daily work processes for 1,200 Grants Managers at the 
Office of Justice Programs
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Successful Services we’ve deployed 
(2 of 6)

Forecaster helps the 13 Program Office predict work loads for the 
coming fiscal year, then track progress during the year
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Successful Services we’ve deployed 
(3 of 6)

Priority Monitoring Assessment uses sophisticated algorithm to 
help with Grant Monitoring — which of my thousands of grantee sites 
should I visit?
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Successful Services we’ve deployed 
(4 of 6)

Consumer Information System call center console where the FTC 
processes thousands of consumer fraud and identity theft complaints daily
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Successful Services we’ve deployed 
(5 of 6)

Database Encryption Web Service that secures sensitive data in 
real time in the database, preventing theft/loss
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Successful Services we’ve deployed 
(6 of 6)

CIS Law Enforcement Web Portal grants law enforcement 
personnel at the Federal, State and Local (and from select other countries) 
limited access to select data
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Recommendations planning
1 of 3

Define organization-centric governance that 
establishes the model for success

Use architectural blueprints and patterns, and

Employ project portfolio techniques to 
baseline, manage and evolve

SOA lessons learned | bluedog.net
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Run the SOA as a ‘pilot’ with subset of users 
until declared ‘live’ while everyone gets 
comfortable with it, and

Knowledge transfer is a key aspect of the 
change management process — for end users 
and the IT department

Recommendations operations
2 of 3
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Define What Success Means

Get Stakeholder Buy-in, and

Show Progress

Recommendations communicate
3 of 3
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Last words...

SOA is an approach to building software 
systems that focuses on business level services 
and the invocation mechanisms used to call 
these services. 

Within this architecture, each of the services is 
an independent functional entity that possesses 
a well-defined, invocable, interface. These 
services can each be called in defined 
sequences to form business processes.
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...really last words

key aspects to keep in mind:

The services provided are at the business level 
– not at a low level functional API like level.

The services are capable of being invoked via 
external systems.

That the business process behind the system 
can be represented explicitly and used as the 
basis of the systems flow-of-control.
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