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® Who am I?
@ \What is Bluedog?

@ Where'd we come up with this?

AlB
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\) \} thelarcnetype

Archetypal SOA

Directory An enterprise environment
Service
Registry to deploy reusable
Servics standards-based software
roviaer
components.
coorvice Driven by business users—

not the IT department.
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To achieve the broad benefits of service-oriented
architecture — reuse, agility and real time

governance — the design methodology must be
deliberate.
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VVhat's a SOA? acthere
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Conaumer Santinel . -
Hetwork Members Internet ‘_ _‘ Clients

-Complain
Capture

Outer Firewall'SSL
via Router Demlitarized Zone
(DM

Inner Firewall

FTC Corporate Backbone
Oracle HQMS

s = d
Application CSDM
Containers i —" NON
i PUBLIL:
Search { T _——
| Data _ | L CIS Client
Capture |

CISNDT
Production
Tables

Saltydog

: Hiwalks
ADDITIONS TO - Greywoll
CURRENT ARCHITECTURE : et

Contnbutors

SOA lessons learned | bluedog.net




VVhat'sia S©AY e

@ Craft Strategy to Migrate to a New
Enterprise Model

@ Start with the Archetype SOA

@ Understand and Map Requirements to
Existing and Planned Systems & Components

@ Focus on Minimal Disruption, Performance
and Cost Control
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SOAX Howiweldidlit

' web services, Loosely coupled;
Be a SOA () UDDI ‘plug-n-play’

: : Linux, Apache, : A
Flexible architecture Unix, J2EE familiarity
Ease of product/ swap services, connect

S B WSDL/SOAP/XML P . .
component integration and use services easily
High-availability SRR AT Scales well, redundant

many app instances
ke & open e Stanlfardlzed interfaces, well-
nown, interoperable
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M@'ﬁg d §OA? nuts=n=bolts

Stick with Standards! WS-1| defines core interoperability. Web services
management capabilities that will be configured and managed in the

portal:

Auditing/Logging:
keeping a complete,
persistent record of

SOAP requests and
faults

Reliability:
configuring message
delivery based on the
WS-Reliability standard,
use ESB,ASG

Web services
lifecycle

management:
enabling and disabling

services and their managed
capabilities (jUDDI, ASG)

Deployment:
configuring standard
deployment plans for

web services based on
J2EE 1.4 standards

Security: configuring
authentication, integrity
with digital signatures,
and confidentiality with
encryption based on
the WS-Security
standard, using ASG,
LDAP, CA
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Lleverage VVhatyou

VVith'a Hr)r*rfﬂ ARdsetheIINEW. fscmul OZIES

@ Portal
@ Enable Single-Sign-On with an LDAP

@ Open Source is Your Friend, and
@ Scale for High Capacity
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New: Technologies; porealbased

=)

(IFof4)

Portal provides the
human interface to both
the ‘front end’ and the ‘back

single repository of user information so
single-sign-on works, secure and easy
management of users, groups and roles is
possible

: - | :

EMes-sa.'u .-._ b cllabaoration E

=Applic &

"""" SOA lessons learned | bluedog.net
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LN'@\VIV ?@\Qhﬁ)@“@gjgﬁ, [SiRX
(2of4)

Linux (gentoo ) Build optimized

distribution) kernel for processor
provides a

reliable, secure and ) Install only system

high performance components needed (more
operating system secure, less overhead)

that is as familiar

:;:'Iz Revor of _) Portage means easy

. package management
(check dependencies, easy
distribution)

_ ssssss Iearned | bluedog.net
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New TeChnOIOgieS, WEDISErVICes

(3 of 4)

=4
-

Single Data Center - Multiple Web Servers,
Many Application Instances on App Server,
Additional Database Servers, Multiple

DNS

SOA lessons learned | bluedog.net
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INew lechnologies; westemiee
(4 of 4)
\JScale for High Capacity

JShared editing context (one query, done w/ DB,
shared across instances of the web service)

USingle DB connection per instance (not 150)

JNeed more capacity? Add more instances, more
servers

18




Leverage VVhatyourBuild

VVith a PoptalsandseotherINewilechnologies

@ Easy to Manage for the IT Department
@ Make Services Discoverable

@ Expose the Services with an Eye to Growth
using an ESB

@ Rules Engine Approach Means No Source
Code Recompiles for Changes

@ Scale for High Capacity
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EaS)’ to Manage, portaltbased

(I of 8)

PORTAL

Nagios monitors
S)’Stems & Processes Systems ESB \< Web Services

sus e g [ r—— T

. " |||||||||\|||\I||\I||||"“||||"“|||”"----

an  Feb Mar  Apr  May Nov  Dec
2003 2003 2003 2003 2003 2003 2003 2003 2003 2003 2003 2003

AWstats provides

bl lySi
We Og a n a ys I S Month | Unique visitors Number of visits [INPaGEsIN Hits
Jan 2003 21060 28083 44398 44398 151GB
Feb 2003 25902 35755 56627 56627 166 GB
Mar 2003 30013 42195 65518 65518 179GB
Apr 2003 32046 44685 68114 68114 190GB
May 2003 32191 45768 69003 69003 20168
Jun 2003 36168 51206 78585 78585 22368
Jul 2003 43687 58918 87366 87366 255GB
. Aug 2003 38612 52848 72458 72458 23068
e m I n rov I e S Sep 2003 46270 63766 95095 95095 29768
Oct 2003 24585 31857 48147 48147 148GB
Nov 2003 0 o o 0 0
Dec 2003 0 0 0 0 0
G l ' I f t Total 330534 455081 685401 685401 2039GB

-~ i Feedback | |2, ¢ Log Out

o . > - -
m ©.0. 6 0. 0.
a I n State Breakdowns For Host Services: WebminiisystemiserversiNetworking i Hardware Clusteri ot

E_

ﬂw%w%)

Total Cache Buffers  25.19% (47.36%) | 27.99% (52.64%)
Ditty Cache Buffers  53.18% (100.00%) 0.00% (0.00%)

Change Language Webmin Actions
ong Term Cache Hits 53.18% (100.00%) 0.00% (0.00%) and Theme Configuration Log

LRU Sitting Time 53.18% (100.00%) 0.00% (0.00%)

Connections 53.18% (100.00%) 0.00% (0.00%)

SYS Volume 100.00%) 0.00% (0.00%)

USER Volume 0.00% (0.00%) Webmin Servers  Webmin Users

Packet Receive Buffers 53.18% (100.00%) 0.00% (0.00%) Index

DS Database 53.18% (100.00%) 0.00% (0.00%)

Logins 0.00% (0.00%)
SAP Entries 53.18% (100.00%) 0.00% (0.00%)

Theme By

Version 1.160 on ibgd.local (Gentoo Linux) MSC.Linux
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EaS)’ to Manage, portaltbased

(2 of 8)

PORTAL

Portage provides
means tO handle Systems ESB \< Web Services
routine patches; A

[ e —
— || phpLD APadmin a
eploymentiof new -
2 75 4 @ Donate 9 Purge carhes New Samba3 User Account
. Gy W Ftrernd @) Home
We S e rv I C e S i = % My LDAP Server U Numter: o000
[ —— et s

= (3 de=nomis52, de=net (5)

-
e & ® cneadmin 2 Firstame: [Simon
& § ou=groups (3 Lastname: ﬁmn
@ & cn=admins
& Usstnams:

= § cn=guests

D P . d = & & cn=users @ userpasswor: o
PhpLDARP. provides : e [T
= § ou=users Encnpton [wds <]

o Create new entry here Samba Password: & sz Unix Password

-
& ¢ sambaDomainName=NOMIS52 € Null Password
- e s © No Password
[ o Create new entry here
© NewPasswod: [

Wy Worl[Fortage Tree | Udate o | Emerge usts [ Lo |
. Eycaery | G stas [aor |
. . . = FE e (rerenpotagetiee ) (frdpatoze ) -
e F Existing Password
e -Doui1s a |
roroma [l 22 CEmmes) Qe piogs ame2) LM Password:
122 52
Fao Dawiza a2 == S
e Detiso 35
;- Datiar © 32
i O
i Dieals 31 ] LoginShell: [ bin/bash ~|
ey Didesz0 a2
o Bl 3 Container,ususers d&nonis8Z.dret Bome
o Desso ® 32
oy desa 5 UnixGroup: [adnins <]
e ity
T O ez 320 .
O kdeaccesibity3.22 Windows Growp: & By,
O eacesiity323 o - =
D oiinass © Gomain Adnins (S-1-5-21-2620819820-006013603-4274777306-612) |
[
lcasomns © custom;
B v o2 5-1-6-21-2620819820-906013693-4274777306 ] |
O easiors 322
O fprnends Home Dirscor: e /sinon
Desios3z0  © 5
| O eaddore33.1 El T = 0l
[ [ Adblock
e cl
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EaS)’ to Manage, portaltbased

(3 of 8)

Web Servicesare Biae Tt
deployed Into JBOSS, / Web Services \< Systems \< ESB \
and instances are
configured and 7 e
controllediintone e e i e “
Interface . .

efresh Now

Monitor for WebObjects 5

ary.ca:2010/cgi-bin/WebObjects JavaMonitor.woa/wo/uz6703EOCbWrqqb)

Host Start Refuse

Auto tuled| Next A A
Name - Status | - New Trans- | Active g \verage Configure | Delete
Port Stop)|seres Trans- Idle Deaths | WOStats
action | Period

SciQ-1|136.159.110.40:2006 "ll GCIEN o | OFF - 912 | 58 |0.476 |640.112 | - Mm‘ Delete

sciQ-2[136.159.110.40:2007 |’|. oo M | & | & - |43 | 20 | o031 [1234.782| - | wostats I //contig ]I Delete|
SciQ-3|136.159.110.40:2008 l’.. 86| - m m - 551 | 28 | 0.49 [925.367 | - §!m |{ Eﬂ!gll___”“'“

|
ALL INSTANCES: |86| 06 | 06 l [GIG) | |1s7e| 115 |o.444 |854.810 |Ef"_‘h’|o.oo1'm |MI|

1| instance(s) on host: [ 136.159.110.40 [3)

v
| >
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EaS)’ to Manage, portaltbased

(4 of 8)

ASG Looking e

Glass PrOVideS VieW / ESB \< Web Services \< Systems \
iInto web services A

activities. Drill’down
to VIEW performance
of chains of 'Services

-

v
| >

SOA lessons learned | bluedog.net
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EaS)’ to Manage, portaltbased
(5 of 8)

PORTAL

Sonic ESB provides

console view of JMS N webservices \(  systems
and translation
pipeline activities P D

IndexitemAdd §

IndexttemDetail § -1

SearchGroupData § e i

[SearchDataBlement § -] H
——name @ i

Type
Tee Ball

lw® v

00042
Regulation wooden bat (Tee Ball)

4] 1\ catalog xmi [arbacatconvert] /

v
Rl ———
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24



EaS)’ to Manage, portaltbased

(6 of 8)

UDDI is usedas the PORTAL

direCtor)' Of Web / Web Services \< Systems \< ESB \
services,and provides A

dai interface to Pu inSh -** Business Service Console © systin

o Publication Registry (Developer
o e -[ Home " Catalog H Tools " Reports | Home > Services > List of WSDL services | Logout demo_john
relevantinrormation e
{2 catalog
w Providers View: Filter column: [ Name v ‘ Starts with: ‘ ‘ [ Filter ]
. & services ——
aboutiavallable £ e | o e = :
= Endeoints . e ueee ]
usa | certification | Edit |
' Interfaces
& O®  Accountservice Accounts Certified &
=] ,B Resources
P ro C e S S e S ﬁ WSDL [F] AddCustomerService Customer Account Management Pending &
& xso .} BillPaymentService Bill Payments Certified &
B xsiT ]
; R
- CheckOrderService Check Order, Reorder Pending &
O®  customerNotificationservice Customer Account Notification Management Certified &
Oe DirectDepositAdvanceService Direct Deposits Pending &
Endpoint name Description
http://company.com/; d ing port
O®  ElectronicrormsService Electronic Forms Management Certified &
O EmployeeList Holiday Request Form Certified @
O Holiday request service &
O MonetaryTransactionService Monetary Transactions Certified @

v
| >
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EaS)’ to Manage, portaltbased

(7 of 8)

JRules is usedas the PORTAL

I"epOSitOI’)' Of bUSineSS / Web Services \< Systems \< ESB \
logic,; managed by the

.
business customers s
Fie Edit View Projct Ruleset Debup Profie Asout
DEd s@X «~ 484 IRRREAGBH
Fualls ke x 299490 BERBRERRID
& vetshon Packet | Rde Nyme | Priority
W Purchase Transaction [_EII feoFrematon | feataunt =
*
® GoudDicount Ir
® improving "
® Usmatinks e customer purchaze of - CO is greater than - § 200 |£]
® Wieicorme *
Then
apply a5 % [4) discount
and display the message *
+
“ et
Rarketing coapac 80! jll
| Rulesats | Classes| Evgines | | CoPromosen
Checking the PurchaseTranssction ruleset
The Puleset PurchaseTransection i3 corgect j
bumaml
ﬁmum‘runmum

v
>
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EaS)’ to Manage, portaltbased
(8'of 8)

Scaling means

adding more instances

on existing Servers, Mty Appcaion Inslances on AP Berve
or.adding:more

Servers with

InStances,

or.both

SOA lessons learned | bluedog.net
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Architect to be:

@ Highly Available
@ Reliable
@ Easy To Manage

SOA lessons learne d | bluedog.net



@ \WVeb services are |2EE applications — as long
as developers stick to VWS-| specifications,
building is easy, ‘plug-n-play’ works

@ \With the Linux cluster, add more blades to
increase capacity (number of concurrent
connections), and

@ Move incrementally away from 1980s, 1990s
models to SOA, without disruption

SOA lessons learned | bluedog.net
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Implement Incrementaily,

@ SOA environment is deployed in isolation
from current one

@ Deploy web services that communicate into
the existing environment, but continue to run
the current environment intact, and

@ As new web services replace legacy
components, switch them off with little
disruption to users

SOA lessons learned | bluedog.net
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Successful SerVices wevedeployed
(1 of 6)

GMS Dashboard daily work'processesiorsl 3200 Grantsidanagersiatithe
Office of Justice’Programs

-

FrUYrani: S Froyrans
State: IL

Grant Manager: All Grant Managers
Fiscal Years: 2004

Printable Version (HTHML | Excel)
BOLE ENTERER RAYS ELAPSEL

REPORT RESULTS (58 TOTAL ROWS )
Office EROLRANT AFFLITATION HUHBER RIATVE

E

Bl&
B1&
BI&
BI&
B4
BI&
BI&
BI&
BI&
BI&
BI&
B
Bl&
Bl&
Bl&
Bl&
Bl&
Bl&
Bl&
Bl&
Bl&
Bl&
BlA
BlA
Bl&

BJA Fr 04 Ad Drug Ct = o

BJA FY 04 Ad Drug Ct
BJA FY 04 &d Drug Ct
BJA FY 04 Byre
BJA FY 04 CASOM
BIA Fr 04 Cong Mand
BJA FY 04 Cong Mand
BJA FY 04 Cong Mand
BJA FY 04 Cong Mand
BJA FY 04 Cong Mand
BJA Fr 04 Cong Mand
BJA Fr 04 Cong Mand
BJA Fr 04 Cong Mand
BJA Fr 04 Cong Mand
BJA Fr 04 Cong Mand
BJA Fr 04 Cong Mand
BJA Fr 04 Enh Drg Ct
BJA Fr 04 GREAT
BJA Fr 04 GREAT
BJA Fr 04 GREAT
BJA Fr 04 GREAT
BJA Fr 04 GREAT
BJA FY 04 GREAT
BJA Fr 04 GREAT
BJA FY 04 GREAT

Gersrafed: OF 1450004 155645

Agsigned
Assigned
Assagnesd
Grantes Notified Accepted
Ceenéed
Pending
Pending
Pending
Pending
Pending
Pending
Panding
Pending
Panding
Panding
Panding
Asssgned
Pandinng
Panding
Changs Reguastad
Panding
Pending
Asssgred
Assagred
Pending

Page Lof 3 = ==

SR83R338R333
a
FHTE

3333833
i3 3
o o o

GEEB
i3
L&} L&}

Grant Mamager
Grant Mamager
Grant Manager
Admanistrator
Grant Manager
Grant Manager
Financial Analyst
Program Manager
Grant Mamager
Finsncial Analyst
Grant Mamager
Financial Analyst
Zrart Manager
Financial Analyst
zrant Manager
Financial Analyst
rant Manager
Gramt Mamagar
Financial Analyst
Grant Manager
Grant Mamager
Financial Analyst
Grant Mamager
Grant Manager
Grant Mamagar

DESLEF2D04
DE1E 004
DES1E/2004
0102004
0614,/ 2004
0E/07 2004
051372004
07 14,2004
D& 672004
081872004
0Ff0a 2004
0Ff0e 2004
0FAOTF2004
00T 2004
D62 202004
06182004
061 62008
0302004
002004
0082004
DF0LAA004
07082004
07/07 2004
07082004
07082004

1826
826
28.26
3395
.17
arar
5208
0.2
28.06
28.06
1
L
TE9
TG
2.
25.96
i
5.13
5.13
517
13.09
13.09
6.9
.08
13.0%
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Successful SerVices wevedeployed
(2 of 6)

Forecaster helps the | 3 Program @ffice predictiworkiloadsiorsthe
coming fiscal year, thentrackiprogressiduring thelyear

Forecasted vs. Actuals
1041703 11/0/03 1271703 1/1/04 271404 371004 471704 S/L/04 GALJO4 771004 BJ1704 971004 10/L/04

FY 2004 Sex Offender Management Dizcreti [Ftart of FY Teday End ot FT |
Selicamtien Pasting and Cloging | l
Inigisl Application Resisw —
04 Binasmclal Initial Bevew |
Bwaard Package | o

FY 04 Drug Court TA Supplemental ;suﬂ af FY Teday End uI'F'I';

Initisl Application Review SOTPT— p—
0L Finameial Initial Review | —_—
g ard Package | —

Lawe Enfarcement Trilile Act |Start of Y Taday nd ot FT |
Swlication Posting asd Cloting —_— :
Initial Application Eevien | e
OF Finamcial Initial Redew e
Awiard Package | F—

FT 2004 Frescription Drnsg Monsering Ha |SeaProre Tedy End of FT |
SelicHatien Posting amd Cloging I e ——— SR |

Inigial Application Beview ———
04 Finantial Initial Review ; -
Award Packags 5 —_

Y 2004 Isdian Altahs] and Subfrance Abu 55""' af F¥ Taday End of FY |
Salicnatien Pasting asd Claging | D —— l

Iniziad Application Review | o oy

O Finamcial Initial Review |

Aiard Package | i

Matienal Drug Count Technical Assistance [frr of FY Ty ol
Seliciatizn Pasting and Clozing —_— i |

Initisl Application Beview |
O Finamgial Initial Beview | —
Award Package |

FY04 Tribal Ceunts Assistance Pregram [iturd of FY Taday End of FT |
Seolicatien Posting amd Closing | ———— l
Initial Application Beview |

W"”ﬂ".',“.':u' '.,,"',' SOA lessons learned | bluedog.net
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Successful SerVices wevedeployed
(3 of 6)

Priority Mohitoring Assessmentiusesisophisticated alsorithmito
help with Grant Monitoring = whichiof imy thotusandsiot isranteessites

should | wvisit?

Dffice: Bursayu of Justice dssistancs Print Bepart

Program: Propect Sentry . !'.lui.u_l.-ﬂ

Shate(s): AK,AZ, AR, CA, CD, CT, DE, D=C, FL, GA, HI, TDy, TL, TN, 1A, K5, KY, LA, ME, HD, MA, MI, MN, M5, MO, HT, NE, N/, NH, M), ME, NV, NC,

WD, O, O, OR, PR, BRI, S0, S0, TH, T2, UT, WT, WA, WA, WV, W1, WY, AS, GU, MH, PW, PR, TT, MP, VI, CH, EU, FM, and AL
Generated: July 34, 2004 04:37:47 PFM
£ Back

ist

Crank? Lrant Lraiiee s e R e
2004 Project Safe Heighborhsods Compatative Grant Pragram Seata of Wicondin Brart EckBarg 253
Community Wide Violance Internenton and Prayvention Intiative ?ﬂTmm"ﬂ Gifford Charitable Hichaal Austin 2315
FFY 2004 Projuct Safe Heighborhoods z;x‘;ﬂ‘h"'"" of Criminal s eal Austin 333
Frejact Safe Halghborhosds Erfercamant and Public Education Pregram te Eliminats Thegel Gun Criema m' Assodation of Chists of :‘M’I 5 g 233
Fy 2004 Profact Sabs Hasghborhaods Nodham Dl of Califemia :_*;T;:" Cioh of B igansy Murkal Colling 233

'I Tha Ilirsiz Criminsl Justice Infarmation Authcrity has Baan selacted ap the Fiscal agent by the Office of llinsis Srimdnal Justics Informaticn Michaal Daver 223
ehei UL 5. Altarmay for tha Hosthasn Digteick of [linsds. & this point, thae PEN Task Forow | Aaitharity

] Prejact Safe Nalghbarbosd, Gun Vislanes Radudtion e e o T |

-
B Erciet safe meighborhosds urpeleey g TRO THE is
-

Mortharn DiFtrict of Georgia Projast Safe Naighbarhaads Grant Program gﬁﬂ::i"‘n"":'ﬂ‘i':}““ Joyos Mosse  2i%

‘q Fizesl Agart for Mortana's Profact Safe Heighborhood Gramt guate of Mentarma E. Tracay ‘Willia 225
2004 Project Sate Maighborhsod Hartharn Okis Distriet ﬂ:‘lﬂ“ of Criminal Jurtice Carla Danials  22%
Projuck Fafe Relghborhoods national inftiative to reducos Qun cremees Greater Dalles Crima Commilggion  Sonys Dimas 229

SOA lessons learned | bluedog.net
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Successful SerVices wevedeployed
(4 of 6)

Consumer. Information System callicentericonsolewherexthei-l e
processes thousands of consumer fraud andidentity therticomplaintsidaily s

FTC CiSi4 Search Rev. 1.0 MZ208
Welcome FTC Admin

€IS Cowriaint Eniv S

Corpla-~l Ratyrcp Mo

Tranaactien  Comeany /SESEENSD)

ComFLAINT INFO

Craated By
Lgates By

denound. Requeses:
dmound. Paid-

Dipbe Contptied

CorEact Type: _ Compipsa
SPTE

Pty Service Code:

L Violation:

. )
SOA lessons learned | bluedog.net
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Successful SerVices wevedeployed
(5 of 6)

Database Encryption ' Web'Servicethatisecuresisensitiverdatagn
real time in the database; preventing theit/|oSs

SOA lessons learned | bluedog.net
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Successful SerVices wevedeployed
(6 of 6)

CIS Law Enforcement:WebiPortallsrantsilawienforcement

personnel at the Federal;Stateland \local (and fromiselectiother countrles)
limited access to'selectidata

Federal Trade Commission

CISi4 Complaint Page

IDT Refercnce

Reference

SOA lessons learned | bluedog.net
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J&uC\)fﬂ fp ‘Jf]J el r SHplanning

| O 3

@ Define organization-centric governance that
establishes the model for success

@ Use architectural blueprints and patterns, and

@ Employ project portfolio techniques to
baseline, manage and evolve

SOA lessons learned | bluedog.net



J&uC\)fﬂfﬂ ‘JﬂJf‘ Cl O NISioperations

2013

@ Run the SOA as a ‘pilot’ with subset of users
until declared ‘live’ while everyone gets
comfortable with it, and

@ Knowledge transfer is a key aspect of the
change management process — for end users
and the IT department

SOA lessons learned | bluedog.net



o

Recommendations: communicat

5 013

@ Decfine What Success Means
@ Get Stakeholder Buy-in, and

@ Show Progress

SOA lessons learned | bluedog.net



@ SOA is an approach to building software
systems that focuses on business level services
and the invocation mechanisms used to call
these services.

@ V\Within this architecture, each of the services is
an independent functional entity that possesses
a well-defined, invocable, interface. These
services can each be called in defined
sequences to form business processes.



key aspects to keep in mind:

@ The services provided are at the business level
— not at a low level functional API like level.

@ The services are capable of being invoked via
external systems.

@ That the business process behind the system
can be represented explicitly and used as the
basis of the systems flow-of-control.
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