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Company Background

Product Capabilities GEOSPATIAL

Real-time business intelligence software leader
Purpose Built for National Security & Intelligence
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Privately-held & profitable (100% CAGR) L N\ .
Fourth-generation software architecture g e oem<)

In-Q-Tel Partner - 2002 REALFINE ERE

Cleared TS/SCI Staff .
r

(ALL) Multi-source intelligence for the analyst |
Detection & response to events of interest -
User Defined Experience -
Operationally proven & in production

Enable Real-time situational awareness across the EMAIL/INSTANT g A
. MESSAGE
enterprise
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The DoD/IC Standard for Multi-Int Correlation & Alerting

Vision
Leaders, Commanders and The War Fighter Should Have

CONCURRENT Access to ALL Sources of Information in Order
to Visualize the Battlespace and Common Operational Picture

Mission

Provide Persistent, Timely, Usable and Relevant Analysis And
Alerting/Response to Government/Military Leaders,
Commanders & Analysts

Customer Experience

Connectedness - People, Information, Knowledge, Action

©2003-2007 Agent Logic, Inc. Proprietary Information. Patent Pending.
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e NGA

— Real-Time Detection, Correlation and GIS Alerting for Time Dominant Operations
e NSA

— Real-Time alerting for time-critical decisions
e NCTC

— Monitoring of data across multiple levels of classification, with routing and alerting
to the high side (L2H)

e CIA

— Multiple programs including message traffic monitoring, open source data
collection, and intelligent alerting applications

e USCG

— Maritime Domain Awareness (MDA) operational support
e INSCOM

— Information Dominance Center

- USFK

— Geospatial alerting to analysts and watch officers based on tactical message traffic
(TACELINT, IPIR, TACREP, etc.) JWICS accessible for USFK PACOM users.

e Fortune 100 Financial Institutions
— Automated alerting and evidence collection based on “Phishing” attacks
— Complex credit card fraud detection

©2003-2007 Agent Logic, Inc. Proprietary Information. Patent Pending.
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The Problem We Solve...

The DoD/IC “sees” and processes only 10% of the SIGINT and 12%
of IMINT on any given day
< 90% of what is collected is wasted...

& Accuracy & Completeness in establishing common operational picture
are impeded by sheer volume of data from I&W, C4ISR & other data
sources (All Source)

< Dependencies and relationships between EVENTS (operationally relevant
changes in one or more data sources) are difficult to determine

< Extremely difficult to identify—in real-time—which events are related
and signify emerging opportunities and threats?

< Missed opportunity or major crisis; the data was there, but no one
connected the dots!

Persistent Surveillance Implies Persistent Analysis: Evolving
From Situational Awareness to Situational Dominance

©2003-2007 Agent Logic, Inc. Proprietary Information. Patent Pending.
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CEP for Humans: What People Want

e User-managed and defined operational intelligence, information
enrichment, and real-time alerting

e Give analysts/decision makers the ability to exploit live event streams and
data sources on the fly — without consuming valuable IT-staff resources

e Support ‘communities of interest’ by allowing teams to share rules -
preserve knowledge

e Focus on creating intelligence from multi-source data while it’s still ‘fresh’
- Temporal, geospatial, text, numeric analysis capabilities exposed to end user
— Powerful correlations to discover meaningful (and subtle) relationships

e Self serve analytics and event enrichment (Context & Experience)
e Respond to “velocity of change” not just “velocity of events”
— Dynamic rule creation against dynamic events...

e Multi-channel, actionable notifications and alerts
— Enhance existing work environments instead of introducing new applications
— Objective: automate or facilitate rapid response

©2003-2007 Agent Logic, Inc. Proprietary Information. Patent Pending.
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Historical orientation Present & future orientation

Lookback analysis for failure points > Pattern analysis of key trends & their impact

Queries and scheduled reports ——=>>Rules-based analytics and instant notifications
—=

:>What is happening now? What is likely to happen
next? Who needs to know?

What happened? Who caused it?

Transform data into information ——=>>Transform info overload into actionable intelligence

Agent Logic harnesses information overload for
informed, proactive decision-making.

©2003-2007 Agent Logic, Inc. Proprietary Information. Patent Pending.
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Agent Logic RulePoint™ - What we do

Transfer the power of CEP into the user’s hands while minimizing the impact on IT resources

e “Listen to” (monitor) multiple sources (all < (DWW
source) simultaneously for data events... L8\ wascvswrs [ LV ) O\
e.g., Transactions, Geospatial tracks, Non Events ‘ \

/ REAL-TIME DATA
A FEEDS

WEB SERVICES

(Something should have happened), Database Updates,
Tactical Message Traffic (TACREP, TACELINT, IPIR, etc.),
Financial Transactions, Communications Tracking Activity,
Closed Caption feeds, RSS Feeds, Web page changes and more.

e Present event properties directly to users for
rule creation - single & complex correlations

-Time, Geography, Cross-source Correlation \V/
. { ANALYTIC TOOLS : y
e Based on user-defined rules, when N B Ve 4
events of interest are detected, A
initiate user-defined responses ~_ LD

e Information-rich Alerts
—Actionable, Filtered, and Contextual
—-Directly to browser, IM, email, desktop apps
Cell, pager, PDA, Voice system, other

e Business Process Initiation or Machine
to Machine System Actions

GIS Appl|cat|ons Real-Time Alert Manager™

©2003-2007 Agent Logic, Inc. Proprietary Information. Patent Pending.
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Agent Logic Rule Types - 3 Basic Modes:

Template Description

OTH Gold Template

Parameters Pa rameterized Ru‘es

e Templates

Search ships for crew and/or cargo based on the OTH Gold message feed.

* Crew Member: Rahirmin Khales!

+ Cargo: Arnrmoniumm Mitrate

More powerful
customization and

1: & OTH | [Crews_Members ﬁ} --Constant Value-- % | Brian Lewis

x| [x] [x]

H 2: & OTH | Cargo_Manifest &) --Constant Yalue-- % Ammoniom Mikeate ag_mgs
e Wizard extensibility
3 & OTH | Country_Code &9 —-Constant Yalue-—- % US
* Rule: whien OTH with Crew_Members contains "Rabmin Khaleel" and Cargo_Manifest contains "&mmoniurm
Mitrate" then "Send RTAM Alert” with to ="demn”, subject ="Suspicious Person Detected”, body .
="Rahmin khalesl has besn detected on a vessel with Ammanium Mitrate” Ra p|d rules
e Advanced deployment for
Advanced Users
M O d e * Examples:
Stock Quote Price IM When MSFT exceeds $90, send an instant message to broker:
world News Event Email when "Stock Quote" with symbol = "MSFT" and price = 90 then "Instant Message" with
to="broker@hbroker.com", body="MSFT is at ${price}"

©2003-2007 Agent Logic, Inc. Proprietary Information. Patent Pending.
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RulePoint ™ Subscriptions & Rule construction

L L] Lugnut:demn|

AGENTQ)LOGIC" ‘

RuLEPoINT®
Rules |- i b | New Using the Wizard |- i La Watch Lists [J Preferences @) Help
o

Start: n 1 Step 2: Step 3:

Mame,/Description i Conditions Responses

* [ame: OTH Gold

* Description:

* Topics: OTH
* Condikions: OTH Crew_Members contains Brian Lewis ; OTH Cargo_Manifest contains Amrmoniurn Mitrake ; OTH Country_Code 1= U5
* Responses: RTAM flert: ko = demo, subject = OTH Gold Match on $4Class_Mame}, body = Alert:
Ecound croay rmarabors Brion | ouic
Select Conditions | Iﬂ
1: & OTH » | (Crew_Members €9 --Conskant ¥alus— % | Brian Lewis [x]
Sele

2: &9 | OTH * | [Cargo_Manifest &9 | --Constant Yalue-- % | Ammoniom Mikrake @

3: iy OTH % | Country_Code 8 | --Constant Walue-- % | U3 E
2:
3

| Save | | Delete | | <+ Back | | Mext ==

Access Control List | B

User/Group Grant Permission

demo granted ADMIN

©2003-2007 Agent Logic, Inc. Proprietary Information. Patent Pending.
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RulePoint ™ Subscriptions & Rule construction

)
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RULEPOINT*

% Logout: demo

| Rules

2

|'i » | New Using the Wizard

(2 Watch Lists [3¢ Preferences @) Help

E Edit Rule | %
Start: Step 1: Step 2: Step 3:
Name /Description Topics Conditions Responses
* Mame: OTH Gald
* [Description:
& Tooice: T
Select Topics | %]
* Topic #1: Ocourences 3 ||&] OTH [x]
* Within: Days5 5] Houso  |[§] mrutesp |[E] Secondslo |(E]
| save || pDelete || ccpack || Mewt 5> |

| Save || Delete

|| <« Back || Next == |

Access Control List | B

User/Group

Grant

Permission

demo

©2003-2007 Agent Logic, Inc. Proprietary Information.
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REAL-TIME

CHANNELS

DELETE |JACKMNOWLEDGE TOTAL ALERTS : 11

B | PRIORITY | ALERT TITLE

5 § Matc etece or suscriptin rue:Ferlizer
Cargo

& ALL {Default) 11

5 Terrorism Indicators 3 | 2 Match detected for subscription rule: Crew
| 4 Match detected for subscription rule: Baltimore
B¢ Server Log Alerts 2 Harbor Watch
5 » X | Match detected for subscription rule: Fertilizer
&’ Maritime Tracking z 5 Cargo
> Suspicious Behavior 0 . 2 Match detected for subscription rule: Crew
& Baltimore Harbor 1 | 3 Log File Keyword Matches
| | 3 Log File Keyword Matches

Match detected for subscription rule: Baltimore Harbor Watch

Cargo match detected for subscription rule: Baltimore Harbor Watch
Match detected For subscription rule: Baltimore Harbor Watch

TOASTER Crew members Found: Joseph Brown
! Cargo Found: Ammonium Nitrate s rtF ti
[2] match detected for subscription SIC Code: 2873 Mitrogenous Fertilizers upport Functions

rule: Baltimore Harbor Watch
Mon, 30 Jan 2006 14:01:22 -0500

Alert Summary

Automatic sorting and prioritization Alerts in real time

| (&) LOGOUT: DEMO

Real-Time Alert Manager

SEND ALERT | CONFIGURE CHANNELS | PR-FERENCES

pace [s][« ][ 7 [»][>]oF1

DATE CREATED ~
1 sec Mon, 30 Jan 2006 14:01:27 -0500
1 sec Mon, 30 Jan 2006 14:01:23 -0500
1 sec Mon, 30 Jan 2006 14:01:22 -0500
4 mins Mon, 30 Jan 2006 13:56:17 -0500
4 mins Mon, 30 Jan 2006 13:56:11 -0500 e
42 days Mon, 19 Dec 2005 11:01:51 -0500
42 days Mon, 19 Dec 2005 11:01:02 -0500 ;l

ALERT DETAIL | Forward |

Actions :

» Open Cargo Manifest
» Open Crew List
» Google Earth

Context based links to Supporting
Applications / Content drill down

I Done

©2003-2007 Agent Logic, Inc. Proprietary Information. Patent Pending.
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Real-Time Alerts: Watch Officer

( | & LOGOUT: BOB
ﬂ.ih
AGE NT\ LOGIC Real-Time Alert Manager
EXPLORER A IR N g IS TSR B SEARCH | SEND ALERT | PREFERENCES
| Mew Channel | [ Gao ] CHANNEL : HCI{Faroug DISPLAYING ALERT @ E E| |E| THROUGH 1 OF 1
B = |euoey | aermme A | DATE CREATED
- . +* H
] 3 RSS: HEiFarm._lq((faruuq OR terrorist) AMND 1 day Tue, 9 Jan 2007 12:48:38 -0500
jALL (Default) (85) [escape™ OR kille...
~HAIL and W
“Irag (16
“Iran (31)
o, Afghanistan (07
“China (1 =
P ALERT DETAIL "rind | rorword Ji Change Priority J| Delete | Thi e o e
_“’Chavez [E)] RSS: HCI Farouqg({{farouq™* OR terrorist) AND {escape™® OR killed})
o, Ahrnadinejad (00 ”
Subscription Hame: HCI Faroug Actions : =
I 1
drou
¥ Google Earth
= Em Alert:RSS feeds that matched the keyword search: (faroug® OR terrorist) ARND (escape®
) Emerging Events (12} OF killed) 3
jlnsur ency (/ Title: Britizh forces kil leading terrarist (AR -
j’w Link: click here
- Matural Disasters Body:
_*;Earth uake (4 || [ 2n raci private AP - A leading al-Caida terrorist was killed on Monday by British
Sl G — security quard forces in southern Irad more than & yvear after he embarrazsed b
@ Copyright 2005-2006 | About | Termns of Use

©2003-2007 Agent Logic, Inc. Proprietary Information. Patent Pending.
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= Google Earth
File Edit View Tools Add Help

» Seam&u

Placﬁ
igntseeing

~
Select this folder and click on the 'Play’ button below, —
start the tour. =l

[0 default
3 Temporary Places

2 B bob Network Link
e

v ¥ E R3S Feeds - Subscription EE-Emerging Events((
Air* AND crash) OR Explosion OR Assasinat* OR
= v &3 RSS Feeds - Subscription HCI Chavez(Chavez &
ND president AND venezu*)

= M &3 Locations

@) china
Subscription Hame: HC| Chavez
@) china

Subscription Hame: HC| Chavez

=2 M & articles

@ Uganda: Chavez Wrong On Success of Co ; v Iy
mmunist in China (AllAfrica.com)

Subscription Hame: HC| Chavez

@ Uganda: Chavez Wrong On Success of Co
mmunism in China (AllAfrica.com)

Subscription Hame: HC| Chavez

= M &3 Rss Feeds - Subscription HCI Faroug((Faroug® O

R terrorist) AND (escape®* OR killed))
- M &3 Locations

M @ rray

Subscription Hame: HC| Faroug

@) pachdad

Subscription Hame: HC| Faroug

E.

e

“"Google

tary Information.

Patent Pending.
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Event Processing & Alerting — SOA on the GIG

Subscription Services for User Defined Analysis:
e All Source Intelligence, I&W 3('?‘5’ -
q = g ontro
¢ Rule Creation, Event Enrichment, Analytics lose Air Support
¢ Real-Time Alerting & Machine Response ed
¢ Alerts and Responses Published Back Out to the GIG 3 .
- ) Warfighting
enice Services 3 :
Registries G e A ppftca tions
guctl® o
- l'ﬂfras Services IEodisti
Operationally-Relevant Data ogistics
Sources Published for Self- Senvice Collaboration Human
Service Event Subscription WW‘WS Financial Resources
wiEuIaLun Mana ement
Services SS:cumy Gaa g - Management
iscovery e Business

-

s

Core vices Applications
Enterprise FEGEn
SATCOM Services |oitation
Track Data —
Services i
; ISR Ops :‘nfe!{:ge{;ce
% / Applications
Sensor Net - )
et Geo-spatial  APplications,
Services, and
information

DoD GIG Architectural Vision For a Net-Centric, Service-Oriented DoD Enterprise; Version 1.0, June 07

©2003-2007 Agent Logic, Inc. Proprietary Information.
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Example Condition of Interest

= x| =l | E =l [=l = E [~
[E Mission E Location [E Phase E Time = Enemy
0 EMSH_H 44 3 ¥location ID 44 3 *Phase_Mame q_py 3 Time_Zone 1.1 & #Enemy_ID 44
& MSN_Typs 14 o8 Conrdinates {1 = B *[Mission | 1 4 8 MSM_Time 0.1 =8 Unit 14y

& MEN_Precedence
9 MSN_Categary 44

3 Lat Long 1.9
& 10_Digit_Grid 1_¢

& Tgt_Priority q_q
& Tgt_Location g.4
@ Tgt_Category gq

[ |Objective | 4. & Coord_Units q_q

B [Phase | 4y & Coord_Type q_q

[ [Location | 4 4 of Start_Location gy =

& [Platoon ] 4.4 5 Planned_Loc g g

[E [Tirme | 44 & Actual_Loc gq

B [Target] o 4 | 9 Expected Loc gq

8 End Loc gq <
—_— & Planned_Loc g
= O Expected Loc g
& Actual_Loc g4

9 FTGT_ID 14 [Fision ] 0.

& Tot_Mame g1 Flaoon] o

& Tat_State g

Fiifleman | gy

Squad | gy

Enemy | gy

=
=
=
& [Fre_Team | gy
=
=
=

& Tgl_Tvpe o Target | gy
] |Lacation | 4 4
E ¥ _
= -
E Objective

9 *0Ob_Type g.q

G 0bj_Mame g4
= 1N

of Start_Time pq =
& Planned_Time g.q
& Expected_Time g1
G Actual_Time gq
o8 End_Time g
3 Planned_Time g_q
& Expected_Time g.q
T Actual_Time g4
o8 Start_Location gq =
& Planned_Loc g1
O Actual_Loc gq
B Expected_Loc .

8 End_Loc g =

& Planned_Loc g.{

T Espected_Loc gq
G Actual Loc g

o8 Space_Transited 0.y —
3 Planned_Time g_q

& Planned_Loc g1

O Expected_Time gq
B Expected_Loc g.q
T Actual_Time g4

G Actual Loc g

& Curent_Time .4

3 Elapsed_Time g4

o8 Start_Time 1.4 w
& Planned_St_Time g1
O Expected St_Time gq
B Actual_St_Time g4

o8 End Time g =

& Flanned_End_Time g.q

& totual End_Time gq

B [Mission [ 4 4

3 Expected_End_Time g_q

USMC Semantic Object Model — v.1
1-1. Notify me if my target location is no longer valid.
1-1.a. The distance we are concerned with is a variable. For this instance, we say +/- 100m

In_1.0 //Target Location has changed//

1 Current target location not as planned

] Table of Equip

& FTE_#4.4
0 TE_ID 14
o8 Unit gq <

& Uni_Calegory g4

& Unit_Type q_q
& Unit_Name .1
& Unit Designator g_q
& Unit_Cmbt Readiness g.q
P Qty_Small &ms g_q
O Oty Large Caliber gq
& Oty_Amy o1
@ Oy NVGs g
& Oty_Aiciaft 0.

& Urit_Categary n.q

& Urit_Type gq

& Urit_Name .1

P Unit Designatar g_q

@ Unit_Crnbt Readiness g
o8 Unit_Size nq1 =

& Unit_TO Strength g.q

& Unit_T0 Actual 0.4
of Activity 11 =

& InFlace g.q

& Transiting g1

O withdrawing g_q

D Defending o_q

O Retreating n.q

& FReinforcing g4

B Attacking g_q
= 14
o8 Unit_Equip 19 =
@ Table_of_Eoquip# g_q
G Oty_Add g
@ Oty MANPADS g4
& Oty_Small_Ams g.q
& Oty Hwy_wphs gg
& Comm_Gear_Code g.q

=|

E Platoon
& #Platoon_ID 1.
3 Platoor_Ldr 1.9
& PltSat g

Squad | 5.3

=]

B |Location | 4_4
B [Mission | 1.4
=]

Fire_Team | .1

[E Squad
 $Squad_ 1D 44

& Sod_Ldr_Fri 4

& Squad_Ldr_ak_1 g4

O CommGear_T/EH# g.q
& wWeapon_T/EH# o

= Fire_Team
@ FFireTeam_|D 44
9 FiraTeam_Ldr 4 4
B [Squad |44

Platoon | 41

= I~

B
B [Fiflemnan | 3.3
] [Location | 4 4

[E Rifleman

5 ERifleman_ID q_q
O CommiGear_Type _.q
B weapon_Type q_4
m

= 141

[Mission]:Msn_#, Msn_Type-HVT[Phase].= Ingress, [Target]:Tgt_ID, [Location]: Location_ID, Coordinates # Coordinates Planned

* "Event Processing in the GIG,” Rick Hayes-Roth; Professor, Information Science; Naval Postgraduate School

©2003-2007 Agent Logic, Inc. Proprietary Information. Patent Pending.
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Tailorable process for monitoring Conditions of Interest (COIs) and
alerting operators.*

Vocabularies that operators find natural and useful in characterizing their
COlIs.*

An expression language that operators can write and read to define COIs
that uses their own vocabulary simply.*

Standard solutions for expressions involving temporal and spatial
intersections. Make it easy to "mix in” space and time dimensions to
virtually any ontology.*

User Defined, SOA-Compliant — Supports Web Services for event
ingestion, rule creation and alert/response publishing

Simple, powerful UI to quickly handle velocity of event change, NOT just
event velocity

Self-Serve Analytics — Spatial, Temporal, Numerical, Entity Extraction,
Event Enrichment

* "Event Processing in the GIG,” Rick Hayes-Roth; Professor, Information Science; Naval Postgraduate School

©2003-2007 Agent Logic, Inc. Proprietary Information. Patent Pending.
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== Red Flags Orit Dowa for Message 10
O 1CITIVA) JADIOOO0000

Portals & Dashboards

. 2 = : | =
oM ﬂb — = \: ‘ ¢ i.::-: :
—— o / i
s GIS Appl|cat|ons
- =

Multi-Channel Information Delivery
@ ) -

Real-Time Alert Manager™

Personalized

RSS Feeds & Wikis

Instant Notifications

©2003-2007 Agent Logic, Inc. Proprietary Information. Patent Pending.
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e The Problem

— Multiple networks at different classification levels

e Many account names, computers, procedures
— Analysts must separately log in to check e-mail, web, news, databases, etc.

- No automated, timely notification of new and changing information

e The Solution: Agent Logic L2H Product/AgentOWL™
— Automatic high-side notifications based on low-side events (user-defined rules)

— Automatic movement of data to High Side using existing data transfer infrastructure
e User-defined filtering logic/high-level event detection rules on Low Side (as required)
e User-defined alerting and complex event detection rules on High Side

e Automated monitoring of items of interest on Low Side

©2003-2007 Agent Logic, Inc. Proprietary Information. Patent Pending.
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LowToHigh/AgentOwl™ Applications

eOpen Source RSS Feed Monitoring and Alerting
- Monitor, filter and forward relevant RSS news stories
— Alert users via multiple channels to arrival of new stories

eEmail Transfer and Alerting
- Monitor email inboxes, filter and forward relevant messages
- Alert users via multiple channels to arrival of new stories

eCopy and Paste

- When a user finds interesting information on a low-side network, they can press CTRL-C to copy
that information into an EAS “Copy and Paste Client” and forward it into a high-side
environment

*Blog/Wiki Synchronization and Alerting
- Monitor blogs and wikis, filter and forward relevant entries
- Alert users via multiple channels to arrival of new entries

eGeospatial Synchronization and Alerting
- Monitor low-side geospatially oriented data for relevant changes
- Update high-side geospatial applications with new data

©2003-2007 Agent Logic, Inc. Proprietary Information. Patent Pending.
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8 h

High Side Network

RSS Feeds||

—1

—
—
s

@ N

AGENT LOGIC
%q‘ e aee
SRR
~Aray

~

Agent Owl \—>

7

High Side EAS reads from File System
and alerts based on User Rules

One Way

EAS-L: Transfer
Low Side EAS writes to File System (OWT)

€

Low Side File System

! -
| ] /7 OWT reads
L —> / from low side
FS and writes
! to high side FS

=

On the low side, an administrator or user sets up subscription rules, which determine the data that gets placed in the high-side One-Way
Transfer Mechanism (OWT) queue. Administrator-defined rules apply to all users, but a user can create personal low-side rules as well.
Agent downloads user-specified feeds on a scheduled basis

Agent parses the contents of the feed and matches the contents against the user’s rules

If the contents match the user’s filter criteria, the document is placed in a directory that is accessed by the OWT on a scheduled basis
Agent Logic-L adds a header to the copied data that provides routing and delivery instructions to the high-side Agent Logic (Agent Logic-H)
Agent Logic-H monitors a directory for incoming files. When new files are detected, Agent Logic-H determine the owner of the message
The incoming files are filtered according to the user’s high-side filter criteria to determine alerting channels

Alerts are sent to users via email, instant message, or Real Time Alert Manager™ based on the filter criteria

PN~

©2003-2007 Agent Logic, Inc. Proprietary Information. Patent Pending.



AGENT@%LOGIC

TO DETECT AND RESPOND

e Support to the WARFIGHTER

Operationally Relevant Event Changes Across the Battlespace: 1) Counter IED - Blue Force
Tracking data correlated with relevant SIGINT, ELINT & IMINT events “Alert me when X SIGINT
events occur near a particular humvee more than X times. . 2) OTH Target Tracking - OTH
tracking data correlated against user-defined NAI polygon & watchlist - Geospatial alerting
derived.

e Cable Traffic Monitoring, Correlation, and Alerting

High-side alerting based on message traffic: "Alert me when a particular person or place
shows up in message traffic more than X times within a particular period of time, and if so, send
me a higher priority alert.” (Automatic web-browser, E-Mail, IM)

e Transactional Analysis (Time Based)

User-driven rule-based transactional analysis: “Let me know (Alert Me) when Party A
engages in a transaction with Party B where country of transit = "South Africa” and Goods Type =
“Al” gnd Party A has previously shipped other goods of specified types within a certain time
period.”

e Open Source Data Monitoring

Open source data monitoring, correlation, and alerting with LowToHigh functionality:
Analysts are able to receive alerts (e-mail, web, IM) on the high side when open source data
matches high-side items of interest. Non-technical users are able to configure rules to determine
on what and how they’d like to be alerted.

e Enrichment: Automating the “checkables” process

Automatic enrichment of data: “"When I receive an alert than includes mentions of specific
people/entities, automatically check these other databases to see if those people also show up in
those databases. If there are matches, also send me those records as part of the alert.”

e Link Analysis Situational Awareness

Alerting based on Link Analysis events (Provide alerts when Analyst Notebook charts on
other user computers change): “Alert me when any analyst notebook chart belonﬁing to users
in my workgroup contains new linkages to people on my personal watch list, where there is cable

traffic within the past 10 days associated with the new linkages.”

©2003-2007 Agent Logic, Inc. Proprietary Information. Patent Pending.
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Progressive Solutions for Complex Event Processing

1. User-Driven & Defined Experience
End USER drives rapid definition of sophisticated correlation rules. No IT
involvement and no costly software development involved!

2. On-the-Fly Analytics
Quickly snap in 3rd party analytics and data sources for event detection and
response - eliminates long development cycles for new functionality

3. Concurrent, Multi-Source Capable
Correlation of disparate data elements with spatial & temporal logic

4. Event Enrichment
Intelligent watch list monitoring/updating; Enhance event context &
experience w/ rule-fired reach back to other complementary events

5. User-Controlled Rule Chaining
Enable rule layering — event sharing to augment currently-configured rules

6. Event Sensing & Ingestion
Dynamically update to rule topics when events occur with new properties

7. Shared Rule Creation (Responsibility to Share)
Rules created as templates — allows advanced users to share/preserve
knowledge and essential practices for analysis and response

8. Data Normalization & Abstraction
Quick rule definition w/out end user needing to know how topics are
defined; Eliminates lengthy and expensive software feature development

9. Robust, 3rd Party Application Integration
Out-of-the-box integration & connectors w/ DBMS, JMS, web, IM, email,
GIS, IRC; Eliminates custom dev for data source integration

10. Real-Time Alerting
DHTML-Based, Actionable Responses, Content Rich, Multi Channel
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AGENT \D

Agent Logic Operational Environment

Note: All products and brand names are ® trademarks and the

property of their respective companies

(ﬁ Inbound Source Connectors )
AOL Instant Messenger, Other IM Services, Attensity, Digital Harbor, Enterprise Java Beans, File Systems (read, write, execute, etc.), finger, FTP,
FTP spidering, GCCS (select apps), Groove, HTTP/HTTPS, i2 Analyst Notebook, IMAP, Inktomi, Inxight FactFinder/ThingFinder Summarizer, Categorizer, IMAP, IWS,
IRC, Jabber, Falcon View, Java-based APls, JBuddy, JESS, JBoss MQ, JMS, Lotus Notes, Lucene, Lumetta, MetaCarta, Metamatrix, Microsoft Exchange, Microsoft
Excel, Microsoft Word, Mohomine, MQ Series, NNTP, NORA, OpenMap, Oracle AQ, Oracle Spatial, PDF (ingest), POP3, RMI, serial ports, SMTP, SNMP, SOAP,
Sockets (e.g. TCP/IP streams), Oracle, SQL Server, MySQL, PostgreSQL, Stratify, Telnet, Unix Mail, XML-RPC, Websphere MQ, database log files
‘3 _
: \ a o MLS Environments R
LEGACY SYSTEMS “% SU N SOL
Host Platforms e _ il Sl (CNrTop)l - 7
. DTW (TSOL BASED)
Windows Authentication SE LINUX
Solaris A [ owl
Trusted Solaris Active Directory WiRELESS APUSERS
L|NUX NT Domain VIA WEB PAGES )
SE LINUX LDAP
NIS messsZ suses poRTALS Enhanced Discovery )
FD[ UNIX User - o Inxight
F UNIX GROUP Xylab
SecurelD ML NSTANT ANALYTICTOOLS Lumetta
PKI/CAC Support X @ Lt / IP Fabrics
Anonymous ! DATABASES > Other third party PI’OdUCtS
Standard Auth (Web) i) o)
ot B
AOL Instant Messenger, Attensity, Digital Harbor, Enterprise Java Beans, File Systems (read, write, execute, etc.), finger, FTP, FTP spidering, \
GCCS (select apps), Groove, HTTP/HTTPS, i2 Analyst Notebook, IMAP, Inktomi, Inxight FactFinder/ThingFinder Summarizer, Categorizer, IMAP,
IWS, IRC, Jabber, Falcon View, Java-based APIs, JBuddy, JESS, JBoss MQ, JMS, Lotus Notes, Lucene, Lumetta, MetaCarta, Metamatrix,
Microsoft Exchange, Microsoft Excel, Microsoft Word, Mohomine, MQ Series, NNTP, NORA, OpenMap, Oracle AQ, Oracle Spatial, PDF (ingest),
POP3, RMI, serial ports, SMTP, SNMP, SOAP, Sockets (e.g. TCP/IP streams), Oracle, SQL Server, MySQL, PostgreSQL, Stratify, Telnet, Unix
Mail, XML-RPC, Websphere MQ, DTW (DODIIS select applications, Google / Keyhole Earthviewer, Aspect VRU T2S (via ASCII file submission
API), Text to Speech Third Party products

Outbound Destination Connectors
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