Draft Input for the DRM Implementation Plan:  Testing and the DRM

Testing with respect to the emerging DRM specification can be approached from two perspectives:

· Testing the specification

· Testing implementations of the specification

Testing the specification validates whether the specification is usable and meets the requirements set out for it.  The requirements are determined by the applications that are to be integrated using the DRM.  This type of testing has been the subject of significant research at the National Institute of Standards and Technology (NIST).  NIST has developed several tools that support this type of testing and is currently developing additional tools to aid the validation process.

Testing implementations of the specification (the DRM in this case) focuses on functional compliance of implementations with the specification and usability of implementations in a larger system.  A holistic approach to testing implementations of the DRM would focus on several perspectives, namely: 

· component testing

· system testing

· interoperability testing

Given the maturity of the DRM specification, a scenario-driven evaluation is justified in each perspective.  In scenario-driven testing the most “in demand” functionality of the system is exercised through the development of a comprehensive list of business scenarios that define the scope of the tests to be performed, the precise functionality of conforming systems, and metrics for quantifying and comparing test results.  For example, in a data exchange scenario, the test method and testing tools would provide for validating the data in the sending system, measuring the conformance of the intermediate data format, and validating that the data is correctly understood (processed) by the receiving system.

In component testing, separate components are identified based on a specific system architecture.  Component testing addresses the question of whether a single component of the larger, distributed system supports the interface and behavior described by its associated specification.  Component testing will focus on performance and stress testing of the component to determine if it meets the needs of the system in those respects.  A conformance testing program may also be established to provide functional testing services and certification that a vendor's products comply with the specification. Alternatively, or in conjunction with conformance testing, interoperability testing may also be used to certify that a vendor's product conforms well enough to be plug-compatible with other vendors’ products.

System testing concentrates on the interactions between the components of the system. System testing answers the question: does the integrated system behave as designed? System testing may include a combination of simulation in which the system design is analyzed, integration testing which is used to bring the system on line, and system monitoring which detects errors in the behavior of the system.

Finally, to support the integrated system, interoperability testing is performed on components supporting the DRM.  Interoperability testing answers the question: could a component be replaced by another component without compromising the system? Where component testing is a systematic approach to fully exercise a component interface, interoperability testing is testing by trial.  Theoretically, an exhaustive functional test of a component would answer the same question as interoperability testing would. In practice, however, exhaustive testing is tedious, difficult, expensive, and frequently intractable given the wide range of inputs that systems will allow. Interoperability testing is most often performed by users in the market place as they try multiple vendors products in working systems, but it can be performed in a more controlled setting, as it often is through vendor consortia. Interoperability testing uses natural selection to limit the number of tests to those that are relevant to the products that need to be interchanged. Often a combination of functional component tests and interoperability testing yields the most cost effective results. 
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