What Financial Institutions Can Learn from National Security:

Treat alerts as threats to be investigated not as work items to be processed.

Composite Case Management Solution Helps Connect the Dots for Compliance Investigations

Investigating Threats is An Information War:  
“He Who Gets the Right Picture Wins”
Spotting, investigating, and responding to national security threats requires an extraordinary ability to “connect the dots” among seemingly disconnected pieces of information.  At the top US Defense Intelligence agencies, the information is contained in many different systems in many different forms—in hundreds of secure databases, maps, satellite images, document repositories, websites, and email archives.  The databases are mined with sophisticated algorithms to capture alerts.  Unfortunately, the specific pieces of information that make up each threat vary and the bad guys get smarter over time, so in this information war, even the most sophisticated detection tools yield over 90% false positives.  Yet the consequences of missing real threats are significant, so analysts use these alerts as a starting point, and spend the rest of their time applying human brainpower to surveil, investigate, and compile information about the threat, communicate that information to others, and decide how to act upon it.  In essence, they compose a picture of the situation by looking for associations between alerts and other data, documents, websites, images, people, places, and even other investigations.  

Financial Institutions Have the Same Problems
Tracking the money flow is essential in fighting the war on terror and the war on drugs, and is the basis for many of the regulations imposed on financial institutions via the Bank Secrecy Act, the Patriot Act, GLB, and Basel II.  So it makes sense that the same kinds of tools and techniques that are used by national security and law enforcement agencies would also work for compliance departments that are responsible for identifying and investigating financial crimes
.  In many ways, a bank analyst investigating a money laundering case performs the same functions as a counter-terrorist agent investigating a potential security threat.   Building a case on identity theft often requires a brokerage firm to have a single view of a customer across accounts, which is similar to an DEA agent having a single view of a suspected drug lord across accounts.  Surveilling brokers requires a view across all broker transactions, which is similar to an intelligence analyst who requires a view across all terrorist transactions.  The point is that when investigating any threat, both financial institutions and national security organizations require the same fundamental ability for people to easily compose a picture of the situation from all of the available information and draw conclusions from the links they see.
  
Financial Institutions Can Learn the Same Lessons
National security organizations have invested over $1B in the last 10 years to connect the dots and have overcome a host of issues along the way.  Before investing to satisfy compliance regulations, financial institutions should consider the same lessons learned so they aren’t left exposed.
1. Not Just Alerts:  Investigation, Case Management, & Forensics.  
Detection engines identify potential threats in the form of unusual activity, but the alerts they generate are only the starting point.  The biggest challenge is conducting a high quality, consistent, and auditable investigative process to facilitate intelligent human decisions that validate the threat or eliminate it as a false-positive.  There are several reasons why alert detection engines by themselves are insufficient:
a. Not Practical to Copy All Data to One Place:  The scope of the problem is too large to physically move all the information to one central place and analyze it.  
b. Not Just Data Crunching: Much of the information required to understand whether the threat is real is not in a database at all, but can only be inferred by putting the data in context of other information, such as web content, emails, phone calls, images, locations, people, and reports.  Threats are inferred by people who are able to see the links and relationships among different pieces of information.    
c. Impossible to Predict Everything Automatically:  While algorithms are very helpful in filtering likely threats from the billions of possibilities, the situations vary too much to be predicted accurately.  Changing situations require ad-hoc analysis to verify or rule out false-positives.
d. Essential to Leverage Information Across Silos & Departments.  Many Different Cases Are Related, and many cases use the same fundamental information, so to get a complete picture, the agencies realized the importance of sharing information across traditionally stove-piped organizations.
e. Today’s Answer May Not Be Tomorrow’s:  The threats are rapidly changing and evolving, so any system today must be flexible or it will be obsolete in a year.
2. Not just workflow:  Compose a Picture.  
The scope and dynamics of the problem have forced national security and law enforcement agencies to think about case management and investigation in a different way.  Case management is not fundamentally a workflow problem:  it’s a “compositing” problem.  Multiple pieces of information from different sources, in different formats, with different semantics, must be related so that instead of looking at isolated datapoints, we can understand a picture of the situation, communicate that picture to others, track and audit the process, and respond.  Financial institutions can avoid making the same mistakes.
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The compliance need is really about supporting complex human decisions, in addition to automation of the predictable aspects of the process.

3. Not just one silo:  cross-silos.  ….
· Auditing/QA – do we capture data about who did what, when, status, etc.  For example, we want to verify that the analyst completed all the necessary process steps (in a single user workflow) and who else was involved (in the multi-user collaborative analysis case such as when they escalate an alert to a special investigator).  This information would go into an HR file. 

· Case Supervision / Linking – If there are 600 cases, someone wants to manage these at an aggregate level and determine if there are links between them.  For example, two cases may be tracked by two different analysts at the same time, but there are some common nodes linking the two, such as customer, account, geography, time, external event, type of violation, etc.  Or a new alert may be similar to or related to a past case. 

· Linking of detection software to other systems:  Analysts often could make more informed decisions if they were able to look at information from more than one source.  For instance, if an alert from Mantas is related to an entry in EDD, it would likely be higher risk than one that is not in EDD.  It would be useful to automatically highlight these “alerts on alerts”, and ideally, to relate the information, documents, and meta-data found in each system.

· Linking cases:  Making it easier to find related cases and attributes of cases would be valuable.  Example:  A Russian AML case in San Francisco involved a PO Box on Folsom Street, where wire transfers were sent to the box.  One year later, they saw Columbians called “Miroval Investments” sending wires to the same address .  It was only because the analyst working on the Columbian case remembered the Russian one that they were able to connect the dots.  Otherwise, it would have slipped through the cracks.  Example2:  Two analysts are working on two different cases which share some commonality that isn’t immediately obvious (time, geography, interested parties, etc).  Cases could be related by a number of dimensions, such as customer, household, account, individuals, SSN/TaxID, address, (other?).  Would it be useful to automatically do a SCBA search to get all related results and then allow the analyst to choose which results to include and which to exclude?  For example, there may be three Joe Murphy’s with three accounts…need to determine if they related.  Today, this is done manually, if at all.  We wouldn’t want the system to “force” the relationship if it isn’t valid (i.e. we shouldn’t presume that all Joe Murphy’s are related), but we do want to “facilitate” the ability of the user to easily get the information required to make the determination and allow the user to include or exclude the results.

· Rich visualization:  Show data in geospatial view or timeline.  Per Angela, ability to visualize clusters and ask questions would be valuable.  Whether this capability can be included as part of the POC depends upon the datasets available and the maps available.  Presuming the address data is standard, we should be able to show at least some level of mapping with correlation to other data.

· Contextual reports:  Create a contextual SAR file from the case information captured and the process meta-data captured.  A first step may be to automatically launch the editor in which the SAR report can be edited.  The user can drag and drop pieces of information from the investigation into the file to create a contextual view of the case.  The user can then publish the report to the file server, along with security and snapshots of the auxiliary information.  A second step may be to auto-generate everything so the user just presses a button.  This ability to create document-style reports with embedded contextual objects is unique to Digital Harbor and may be a valuable aspect of the solution for SB to explore further.  

· Action in Context:  Initiating direct action (response) at the end of the case would be valuable, such as kicking off a process (e.g. archive the case file into an electronic document repository), updating an external system (e.g. close the alert in Mantas—currently a manual process if done at all), or sending a message (e.g. notify branch).

Why Financial Institutions Should Care  
Protect reputation and brand, Satsify regulatory pressure, Increase Efficiency
Reputation and Regulations
Avoid fines and reputational damage associated with bad press about compliance violations.  The cost of such damage is hard to quantify, but the ripple effects are astronomical and impact current P&L, future business, and market capitalization.  

Regulators have published numerous statements on the essence of high quality investigations and data sharing.  
· Need for Quality, not Quantity:  Several documents suggest that SARs are only as good as the narratives written.  High quality narratives are the direct result of an analyst’s ability to conduct a high quality investigation.  According to the SAR Activity Review 6, “The value of the Narrative section of the report to law enforcement cannot be stressed enough.  The care with which it is written may make the difference in whether or not the described conduct and possible criminal nature are clearly understood by law enforcement and regulators”.
   Likewise, in the subsequent issue of SAR Activity Review 7, “The number of SAR filings should not be determinative of an Adequate SAR Program—quality of program is the goal”  (SAR Activity Review 7, p49)

· Need for Defined Process Escalation:  “There should be controls in place to make sure that only specifically authorized and designated individuals are part of the event escalation, analysis and reporting stream.”  (SAR Activity Review 6, p75). “Auditors should ask for process flow charts or descriptions of reporting process flows…SAR process fragmentation allows opportunities for control deficiencies.” (SAR Activity Review 6, p76).

Leverage Existing Investments

Efficiency and Effectivenesss

· Avoid manual work:  The system will allow analysts to get information from multiple sources from one interface.  This ease of data access will reduce the time to respond to any alert, reduce the likelihood that alerts will not be investigated when necessary, and reduce the number of items that require time-consuming work orders to IT to get the required information.  

· Avoid missed cases:  The system will allow analysts to ask questions across more than one data source to do ad-hoc (train-of-thought) investigation and analysis.  The ability to get auxiliary information in context reduces the chance that a link is missed.  

· More control over data:  The system will allow parameterized queries for customized data access and easy application development / customization by analysts.  By reducing the amount of programming required up front, the system will increase the agility of the compliance team, so they can respond to business situations that change over time. 

· Better traceability across systems:  The system will allow analysts to see the links between information in different systems, such as how an alert in the detection engine (e.g. Mantas, Actimize) is related to internal scores or alerts that make it more or less likely that a violation is real. 

· Aggregation of information:  The system will help analysts be more accurate and more efficient by helping them to aggregate case information from all relevant sources.  For data that must always be collected and is known ahead of time, the system will automatically query the source system, take a snapshot of the results, and put the results in the digital case file.   For data that may vary or require user interaction (such as which foreign last names to use when searching for a customer), the system will provide access to the relevant source systems but allow the user to manipulate the data.

· Digital information on each case:  The system will allow analysts to assemble a digital case file that contains all information relevant to a case.  The digital information includes all of the information required for the SAR, any text annotations on the information discovered during investigation (with history and timestamps for auditing purposes), auxiliary files (like snapshots of relevant databases, websites, documents, bank statements, check images, or emails).  This information can be captured as a “point in time snapshot” or as a live data link for future analysis.  The case and all related files can be searchable in future.   Analysts will be able to annotate their SAR report with auxiliary information, right in context, so they don’t have to go to a physical file to get it.  
· Process management:  The system will allow easy definition and customization of process flows for both automatic and user-driven processes.  For example, cases that are over 20 days old can be automatically escalated via email (or other preferred notification mechanism like appearing in a queue), so that the team can pre-empt late filings.  Or, a special investigator can decide to modify the standard process to fit a unique business situation and make that process available to other analysts addressing similar situations.  This ability means that the compliance team can automate where possible, allow enough flexibility to respond quickly to new situations, and track the process at each step. 

· Dashboarding:  The system will allow both analysts and managers to track metrics that use data from multiple physical systems, without requiring anyone to move or copy data to excel or to a warehouse.  The system allows the users to visualize the data in the form that is most intuitive, so they can more readily identify patterns of activity and communicate them to others.  Visualization includes traditional tables and charts, but can also plot data on a map, timeline, process flow, or link analysis.  

Conclusion

Compliance investigations are not the same as call center or fulfillment processes.  More appropriate contexts are law enforcement and the intelligence community.  Assimilation and growth of information should be the primary capability considered in evaluating solutions for compliance investigations. Not only should the solution be able to integrate all forms of data, it should be able to add new data sources easily and quickly as information sources evolve.  Secondary, but still important, are traditional case management capabilities

· Workflow to ensure regulatory programs are followed consistently

· Audit and traceability to be able to trace back the reasons for actions taken, or not taken

· Role definition and permissions to enforce required separation of duties and decision models

The Digital Harbor solution has been envisioned, designed and implemented to facilitate complex intelligence gathering business functions.

What Action Can You Take?

Contact IBM and Digital Harbor

About Digital Harbor:

[image: image1]Digital Harbor began addressing threat investigation and case management issues for the defense intelligence community in 1997, and has spent over $50M on R&D since that time. It was created to address precisely this class of “compositing” problem, where people must connect the dots among different kinds and sources of information.  It has been rigorously proven against the largest volumes of data and on some of the most stringent security and network configurations in the world.  

Digital Harbor’s approach to event response gravitates around the need to facilitate investigation and case management, and has been applied at most of the major intelligence agencies, in DoD strategic commands, in federal and local homeland security initiatives, and now in global financial services organizations.  
· Protect Reputation & Brand

·  Evolve with Future Regulatory Requirements

·  Quality & Productivity of Total Case Management Process

·  Internal and external datasources

·  Full auditing capability, including snapshots

·  Company-specific workflow and collaboration

·  All information on one screen

·  Manager/Executive Dashboard

·  Support current technology environment

·  Easy integration with source systems
Appendix:  Background (Only if article is in academic-style publication)
The theory behind this shift in thinking is described in the Harvard Business Review as a Third Order Organization.

“The rise of third-order organization changes the jobs of…knowledge managers.  Their role is no longer to build trees that define the relationship of every bit of data in the company but to build enriched pools of data objects whose relationships to one another change constantly, depending on who is looking at them.”    Harvard Business Review
· Supporting complex human decisions requires full use of explicitly related data (inside and outside the enterprise), but more importantly the ability to discover new relationships.

· Our thinking has historically been shaped by the physical world, (i.e. no object can be in two places at the same time) leading to traditional “tree” type organizational schemas forcing objects to be classified in a single bucket.  Third order organization of data is not confined by the same limits since the objects being organized are data, which can exist in many places at once.
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Third order organization is necessary to grow data into valuable and 

actionable intelligence

Investigator applies logic and

makes cognitive connections

to produce intelligence that can

be acted on

Unusual Activity

Searchspace

Atchley

CIP

Composite Application

Add context and syntax to

information to form knowledge

Data:

unprocessed sensory 

observations.

Information: 

data 

placed into syntax or 

context.

Knowledge: 

information that 

is cognitively useful because it 

is semantically assimilated into 

a body of prior knowledge 

grounded in experience.

Intelligence:  

knowledge that has 

been assessed and evaluated for its 

logical consistency and relationships 

to what is already known.  When 

transformed into hypotheses, 

becomes the basis for action.

Action

Action

The world produces 

raw data constantly

Data is stored as information for 

specific contexts and reasons

The compliance organization 

needs a system that can 

assimilate information into 

knowledge, so that the 

investigator can  focus on 

producing intelligence, forming 

hypotheses, and taking 

action…true human value adds.

The growth of 

intelligence is the 

desired core 

competency.  

Additionally, the 

system must provide 

workflow and audit 

capabilities to ensure 

regulatory processes 

are followed, provide 

process traceability,  

and provide feedback 

for improvement.


Investigations (compliance need):


Objective:  effectively mitigate risk to the enterprise by:


Process: Skillfully and accurately executing established programs as required by the regulating entities (OFAC, 314, CIP, KYC, etc)


Discovery: Uncovering and eliminating real risks in the enterprise (investigating unusual activity and suspicious entities)


Assumptions:  to achieve this objective you must have:


Flexible process within controlled environment, objective rather than step by step plan


Dynamic data discovery of all relevant data inside and outside the enterprise, i.e. the ability to follow the trail using human cognitive skills, reasoning, and logic





Call Center (typical case management)


Objective: efficient and high quality process through:


Automation to ensure proper procedures and time frames


Standardization of steps to ensure desired outcome


Integration of processes with context appropriate data


Assumptions:  to achieve the objective, you must have:


Predictable process: definitively map the steps needed to ensure desired outcome.  Can be complex with decision points, but is primarily known.


Known inputs:  data needed to support decisions and outcome are known and defined before the process begins.





Third Order Organization:  Data exists in many places at once and relationships need not be explicit.  Users are able to sort and organize data in any way that suites their needs.  Example Google uses explicit data relationships and the point in time needs of the user to dynamically relate information.
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Second Order Organization: Organization data about physical items.  Example: a card catalog at the library.  Still pointing to the physical order of items.  Relational databases are the most advanced form of second order organization, relationships are explicit.  





First Order Organization: Organization of physical items themselves.  Example: books arranged on a shelf by author.  Flat and hierarchal databases are also examples of first order organization.  Relationships are not explicit but are implied by the order.











� SAR Activity Review 6, p 49.  Related information appears in a Compliance Headquarters.com article, “One of the frustrations for the examiners is that SAR narratives were sparse and conclusory.  Rather than provide details, SAR narratives stated that there was an “appearance of structuring”…..  (� HYPERLINK "http://www.complianceheadquarters.com/AML/AML_Articles/5_26_04.html" ��http://www.complianceheadquarters.com/AML/AML_Articles/5_26_04.html�)








� In fact, not only are the processes similar, but financial institutions are often just the first step in the same law enforcement process later conducted by the national security and law enforcement agencies.  After all, law enforcement agents are the ones who use SARs and other reports to initiate and support anti-money laundering, terrorist financing, fraud, and related criminal investigations.  The relevant agencies include federal law enforcement (DOJ, FBI, DEA, DHS, ICE, USSS, IRS, BICE Money Laundering Coordination Center@DHS, USPS), State and Local law enforcement, FinCEN, Joint agency financial task forces (OCDETF (Organized Crime Drug Enforcement Task Forces), HIDTAs (High Intensity Drug Trafficking Areas), HIFCAs (High Intensity Financial Crimes Areas), JTTF (Joint Terrorism Task Force), NJTTF (National JTTF@FBI), FTAT-G (Foreign Terrorist Asset Targeting Group)), and the Office of Foreign Assets Control (OFAC).


� Beyond common sense, policymakers draw the same conclusion.  For instance, the 2003 National Money Laundering Strategy points out that “Financial and Law Enforcement Agencies and Task forces should Use and Share Financial Databases and Analytical Tools”.  
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