Intergovernmental Issue Alert: E-Authentication 

The GSA Office of Citizen Services and Communications provides the Federal/State Issues Alert series on emerging issues for quick reference by busy managers.
The demand for government to provide services electronically, with greater confidence in privacy, security and trusted identification, is a nationwide priority and requires collaboration between the public and private sectors. Originally launched in 2002 as part of the President's Management Agenda, the E-Authentication Initiative helps Federal agencies mitigate the security and privacy risks associated with electronic government and control the costs to government of authenticating large numbers of users. The E-Authentication solution provides a means for citizens, businesses, state and local, tribal and other governments to securely identify themselves when accessing federal government online applications. It also allows agencies to accept trusted credentials (e.g., Public Key Infrastructure (PKI) certificates; user IDs/passwords) issued by other agencies and commercial organizations. This eliminates the need for each agency to create and maintain a separate credentialing system for each of their online applications, and provides a simpler and more secure mechanism for individuals accessing their sites.

The initiative was built upon E-Authentication Guidance for Federal Agencies issued by OMB in December 2003 and by the National Institute of Standards and Technology (NIST) in Special Publication 800-63 in April 2006. The OMB guidance established and defined four authentication assurance levels as government-wide policy. The updated NIST guideline covers remote authentication of users over open networks and defines technical requirements for each assurance level in the areas of identity proofing, registration, tokens, authentication protocols and related assertions.

The E-Authentication Initiative, now referred to as the E-Authentication Solution, is managed within the GSA Federal Acquisition Service (FAS) in its Integrated Technology Service's Strategic Solutions organization.

The E-Authentication Project Management Office (PMO) in FAS is transitioning from a mandate-driven to a market-driven fee-for-service business model in Q2 FY2008. The new business model service offerings will include: 

· Credential services, including identity proofing, credential issuance, credential life-cycle management services, and value-added authentication services agencies need to authenticate users of their applications; 

· Compliant identity management software products; 

· Integration and technical support services, including all technical and ongoing operational support agencies need to integrate E-Authentication with their applications and infrastructure; and 

· Managed validation and translation services to facilitate agency use of PKI certificates among applications requiring higher level of assurance of end user identity. The translation services allow "higher assurance" certificates to be used by lower assurance applications that do not currently support PKI; 

· Membership in the E-Authentication Federation based on federated identity and privacy and security best practices, as defined in the Federation's Membership Document Suite. 

Implementing an E-Authentication solution automatically enrolls an agency in the E-Authentication Federation, which was established by GSA in 2005 to implement a common infrastructure for E-Authentication. The Federation has developed unified business rules and processes for electronically authenticating the identity of users government-wide.

Possessing a federated identity enables a single user to login to a service provider site and click through to the website of a fellow federation member without having to re-authenticate or re-establish his or her identity. The authenticated user can access online information provided by multiple federation member organizations without having to establish new credentials.

Additional Information
· White Paper: Benefits of Federated Identity to Government, Liberty Alliance Papers, March 2004. (http://www.projectliberty.org/liberty/resource_center/papers) 

· Information about the E-Authentication Solution is located at www.cio.gov/eauthentication. 
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