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Executive summary
We know we need to share information with partners, and we know we need to agree a‑priori with our partners on the semantics and syntax of the information that is shared.   Unfortunately, the last decade has shown that we cannot always anticipate who those partners will be, nor what information will need to be shared.  An approach to mitigating this problem is to adopt existing agreements (e.g. XML schemas) on semantics and syntax for concepts that are universal (or at least broadly common), thus forming a “Universal Core” of implementable objects that will be used in information systems wherever practicable.  Supported by appropriate policy and governance, the adoption of universal core objects will result in the expectation of limited system-to-system interoperability where currently none exists, and enable rapid adaptation of processes with minimized impact on material solutions.  This paper discusses the benefits of a Universal Core framework, and the criteria for inclusion of objects in the core.
Opportunity

The September 11th attacks, and the Iraqi and Taliban insurgency are all forceful reminders that our adversaries are “highly adaptive, patient, cunning and flexible enemies
.”  In order to counter such an agile threat, we must also be agile.  The Hurricane Katrina relief effort emphasized the message: even without adaptive adversaries, we still need agility to respond appropriately in unanticipated situations, sometimes with unanticipated partners.
The traditional mindset of meticulously documenting information exchange requirements clearly does not deliver this type of business process agility – an unanticipated situation is, by its very nature, unanticipated, and the required information flows cannot be carefully documented in advance. 

To share information in a meaningful way, partners must agree on semantics.  To share quickly and efficiently, they must also agree on syntax.  This is the conundrum:  how can partners possibly agree in advance on semantics and syntax for information sharing, without knowing in advance who those partners will be?
DoD Directive 8320.2 (Data Sharing in a Net-Centric Department of Defense) mandates (for the DoD) that semantic and structural agreements for data sharing shall be promoted through communities (e.g., communities of interest (COIs)), consisting of data users (producers and consumers) and system developers, in accordance with the DoD Net-Centric Data Strategy.  While an important policy direction, this does not address the issue of how to promote agreements for data sharing that transcend community boundaries.
One approach is to adopt existing agreements for concepts that are universally understandable, such as time, geo-location, or security classification.  For example, the Geography Markup Language (GML) is an XML schema that defines semantics for location on the planet Earth, and syntax for expressing location.  Developed by the Open Geospatial Consortium, GML is in the process of being adopted by the International Standards Organization (ISO) as ISO Standard 19136.  Many off-the-shelf software applications already include support for generating or processing GML data.  Any government information systems that implement GML automatically become (partially) interoperable with all other GML-aware applications.  As business partners and business processes change in the future, information flows for geo-referenced data can be supported by engineering decisions today to implement GML, even if we don’t know yet what those future business processes will be.
It is worth noting that implementation of GML is not a “magic bullet” – it does not support every future business process, nor is it even sufficient for the meaningful exchange of geospatial information.  GML defines semantics and syntax of geo-location, but not semantics of what is at that location.  Even so, broad adoption of GML would make the sharing of geo-referenced information possible without the lengthy coordination process of pairwise semantic agreement followed by design and implementation of common interchange syntax.  While GML will not solve all the problems of sharing geospatial information, it certainly can help.
GML is an example that demonstrates the potential of such universal agreements – but there is not currently any mandate for implementation of GML, or even universal recognition of its utility.  The vision is that developers of information systems will implement common data sharing standards, but this vision is hampered by the lack of an effective policy or governance framework to promote such reuse within the Department of Defense and Intelligence Community.  Several other activities are working to establish such governance – but common to those activities is the criteria to evaluate whether information sharing standards are suitable for promotion.
Tenets

In development of this paper, certain tenets were assumed by the task force participants: 

1. The benefits of a Universal Core framework apply to information sharing and interchange, far more than they apply to data at rest.  Information systems have rich data models that support the specific business processes that they are designed to address.  The process agility envisioned by a Universal Core is not that everyone will agree on the details – but rather that if everyone can agree on the fundamentals then the details in which we differ will be just details.

2. To enable unanticipated information sharing, the specification of an agreement must be an implementable specification that a program manager can put on contract. Agreement on semantics is critical, but insufficient if it does not also include a specification of the syntax for sending a message.  In general, an XML schema encapsulates both syntax and some semantics, and these are both essential.

3. Universal Core objects are likely to be defined outside the US Government, since, by their nature, they are “universal”.
4. Distributed management of the objects of the Universal Core is desirable – if GML is adopted into the core, the Open Geospatial Consortium should continue to be responsible for development and configuration management of it, and likewise for any other schema.
5. Where extensibility is considered an essential quality, it does not mean that the core itself is changed by any extensions. The configuration management of core objects should remain with their proponents.
6. Implementation of existing schemas is cost effective; schemas worthy of being adopted into the Universal Core will be designed for easy re-use.
Universal / Common Core Framework

Based on the premise that there is value in promoting agreements of syntax and semantics for common concepts, the task force developed the following definitions to frame the discussion of the Universal Core and Common Core:
· Universal Core – the set of concepts that require no domain-specific expertise for understanding.  i.e. a set of things that anyone can understand.  
· Common Core – the set of concepts that have broad applicability across multiple communities, but are not universal.
· Universal or Common Core Object – an implementable specification of syntax and semantics (such as an XML schema) for a specific concept that is recommended  for use  across the enterprise – i.e. something that developers will code against, and that program managers will put on contract.
To illustrate how these definitions might be applied, the task force developed a list of examples of objects that might (notionally) fall into a Universal Core or Common Core.  The example concepts are listed below, followed by a sample object specification in brackets:

· Universal Core objects: 

· Time [ISO 8601, W3C datetime profile]

· Geo-location [GML]

· Security Classification [IC-ISM]

· Controlled vocabularies (i.e. code lists): 

· Countries and dependent areas [ISO-3166-1], 
· Currency [ISO-4217]

· Geographic features [NSG Features Catalog (NFC)]

· Discovery Metadata [DDMS, RDF]

· Email address [RFC2822]

· “Person” – [no current standard identified]
· Common core objects:
· Health Records [HL-7]
· Financial Records [Standard Financial Information Structure (SFIS)] 
· Real Property [Real Property Inventory Requirements (RPIR)]
· Organizational/Force Structure [GFM-DI]
· Strike Object, Strike Task [Strike COI XML schemas]
Underlying the idea of a Universal Core/Common Core is the supposition that recognition of object specifications as being “core” will have some effect on the development of information sharing capabilities and the information systems that provide those capabilities.  This highlights the need for supporting governance and policy:  Who decides what is in the core?  What impact does adoption of an object as “core” have on program managers and developers of information systems?  These questions must be answered before there is the value to a proposed Universal Core can be realized.
Characteristics
The following high-level characteristics are desirable for Universal Core objects.   These characteristics are to be evaluated by the specific criteria associated with them in Appendix A.

Suitability – There should be a minimal set of objects defined as part of the Universal Core.  Each object should provide significant benefit to the interoperability across a wide range of systems that span government agencies and military services.

Simplicity – Simplicity is a key requirement for widespread adoption of a Universal Core across systems, services, and agencies.  The Universal Core should be simple to explain, understand, implement, and test.   Examples of measurements related to this attribute include time and cost to implement, and correctness of implementations.

Extensibility – The Universal Core will need to be extended in at least two ways.  Systems leveraging the Universal Core may want to extend the information in the core objects to meet their richer information interoperability needs.  The government may also want to add new objects to the Universal Core over time.  The Universal Core framework must support these extensibility examples while maintaining interoperability and backwards compatibility across existing and new core implementations.

Supportability – The Universal Core objects will need to be supported and maintained.  Attributes that may signify existing supportability capabilities include; technical maturity and existing implementations, documentation and reference implementations, and a robust configuration management process.

Leveragability – The Common Core should leverage existing commercial, government, or de-facto standards associated with the semantics and syntax of potential Common Core objects.  This will increase the potential to leverage existing implementations and products that have already been implemented using the associated standards.
Relationship to other activities
The idea of a Universal Core did not develop in a vacuum.  E.O. 13356, E.O. 13388, and an 18 Dec 2005 Whitehouse guidance memorandum clearly identify a number of directed data definitions, metadata standards, and controlled vocabularies.  The National Information Model (NIEM), developed by a partnership of the U.S. Department of Justice and the Department of Homeland Security, has a similar concept for governance of universal and common information sharing specifications.  In fact, the use of the terms “universal” and “common” is intended to maintain some commonality of language with the usage by proponents of NIEM.  The federal Program Manager for the Information Sharing Environment (PM-ISE) has selected NIEM as a data model and standard for sharing counter-terrorist information.

Similarly, the United Nations Centre for Trade Facilitation and Electronic Business (UN/CEFACT) has a very similar framework described in its Core Component Technical Specification, a set of syntax-neutral and technology-independent building blocks that can be used for data modeling.  While the focus of UN/CEFACT is on trade and business, the UN/CEFACT Core Component Library is a set of specifications for largely universal concepts.
The Common or Universal Core envisioned by the Common Core Task Force would be the federal level COI representing the combination of DoD and DNI interests.  This community deals with opposing forces either in combat or through intelligence.  Enemy information is often differently organized or lacking the types of details that are readily available for friendly forces.  Thus the data exchanges are of a different focus than domestic information.  For comparison, Health, social security and recreation are other COIs at the federal level.

Way ahead

Implicit in this discussion of a Universal/Common Core framework is the development of governance processes: who decides that things will be in the core, when do they do so, and by what authority?  Similarly unresolved is the development of evaluation methodology – the task force developed criteria and discussed metrics to evaluate that criteria, but clearly an additional level of detail is necessary before evaluations can be made.  This issue is reasonable as a follow-on task to the task force.  Most important, perhaps, is the development of a policy framework for implementation, i.e. what does it mean to have an XML schema in the Universal Core?  What impact does that have on system developers or their program managers?  These issues were outside the scope of the task force, but were brought to light during the development of the criteria and the underlying framework, and need resolution before the benefits of the Universal Core will be realized.
Appendix A: Detailed Criteria and Metrics
This appendix provides a more detailed view of the attributes that are important to Universal Core objects and identify metrics that help to measure the attributes.  The government will use these metrics to evaluate candidate object models and associated controlled vocabularies for inclusion in the Universal Core.  It is unlikely that any candidate object models will score well in all the attribute metrics.  Consequently, the Task Force will be looking at the overall support across attributes.  We suspect that in the future, we may want to enhance these metrics with weighting factors and a more definitive algorithm for scoring.

The current attributes and metrics are described below.  They have been partitioned into five broad categories; Suitability, Simplicity, Extensibility, Supportability, and Leveragability.  

Suitability – A Universal Core should include only a minimal set of objects.  Recently, it’s been demonstrated that the exchange of the “right” minimal set of information is extremely valuable to system interoperability.  An example of this concept is the interoperability success achieved by the “what, when, where” utilized by Cursor on Target (CoT).  Consequently, this may be the most-critical differentiator in selecting an object for the core.  Each object model should provide significant benefit to the interoperability across a wide range of systems that span Government Agencies and Services.
Attribute 1 – The object is one of the few “right” objects that should be in the Universal Core because it provides proportionately more value than the time and resources required to agree, implement, and sustain.

Measures: 

· Is the information within the object model currently shared across organizations?  

· What organizations?

· Does the sharing currently cross DoD and other Government Agency boundaries?

· Is the sharing currently automated or is manual intervention required?

· Is there a strong need to provide broader sharing of the information?

· Is there agreement on the concepts, semantics, and syntax of the information?  

· For controlled vocabularies, are they directly associated with an object contained in the core?

Simplicity – Simplicity is a key requirement for widespread adoption of a Universal Core across systems, services, and agencies.  The Universal Core should be simple to explain, understand, implement, and test.   
Attribute 1 – The object model is easy to explain and understand.

Measures:

· Is there mutual understanding of object model?  

· Is the object model derived from a commonly used standard?

Attribute 2 – The object model is easy to implement correctly and test.

Measures:

· Is there an existing semantic and syntactic representation of the object model?

· Are there successful implementations of the object model across organizations and domains?  

· Does the object model represent a single entity (time versus time and geolocation)?

· Is the object model derived from a commonly used standard?

· What is the cost (time and resources) required to implement the object model in a new system?

· What is the cost to retrofit the object model into an existing system?

· Does the object model contain single units of measure?

· Is the object model structure well defined and easily parsible with no user/developer choices?

Extensibility – The Universal Core will need to be extended in at least two ways.  Systems leveraging the Universal Core may want to extend the information in the core objects to meet their richer information interoperability needs.  The government may also want to add new objects to the Universal Core over time.  The Universal Core framework must support these extensibility examples while maintaining interoperability and backwards compatibility across existing and new core implementations.
Attribute 1 – The object model can be leveraged without extension to provide a high-level of understanding associated with the object

Measures:

· Does the object model provide valuable information without extension?  

Attribute 2 - The object model can be extended by sub-communities for richer information exchange

Measures:

· Is there a well defined method for object extensibility?

· Was the object model designed to allow for polymorphic extensions?  

· Does the extensibility strategy match the extensibility of other Universal Core objects?

· Can commonly used tools be used to extend core objects?

· Do the objects leverage strong type casting and appropriate embedding of attribute values?

· Does the object support both super-classing (e.g. the person object can be treated as an extension of the military unit object) and sub-classing (e.g. postal worker can be treated as an extension of the person object)?

· Does the object model allow extension and restriction, but not redesign?

· Do the existing implementations of the object model provide backwards compatibility?

· Are the associated controlled vocabularies defined as extensible taxonomies? 

.

Attribute 3 – The object model doesn’t preclude adding other objects to the Universal Core 

Measures:

· Does the object model adversely affect existing objects in the Universal Core?  

Supportability – The Universal Core objects will need to be supported and maintained.  Attributes that may signify existing supportability capabilities include; technical maturity and existing implementations, documentation and reference implementations, and a robust configuration management process.
Attribute 1 – The object model (semantics and syntax) must be fully documented.  

Measures:

· Is the object model documented using a well-defined object modeling language (and associated tools) such as UML?

· Is the associated controlled vocabularies well documented?

· Is the semantics of the object model defined in a machine understandable form such as OWL?

· Is the syntax of the object model defined in a machine understandable form such as XML?

· Are there one or more reference implementations of the model?  Are they successfully employed operationally?

Attribute 2 – There must be an existing configuration management process for the object model.  

Measures:

· Is there a well documented configuration management process associated with the object model?

· Has the configuration management body had success managing the configuration control for this and other object models?

· Is the configuration management body recognized as the authoritative body for object model by government or commercial sectors?

Attribute 3 – There should be existing development support infrastructure that can be leveraged by the development and integration community.  

Measures:

· Is there an accessible site that developers and integrators can go to access implementation and testing tools and examples?

· Is there an existing set of compliance tests that can/must be used to ensure implementation correctness?

Attribute 4 – The object model should be technically mature.  

Measures:

· Are there multiple implementations of the object model that are operationally deployed?

· Is the object model successfully leveraged across domains and organizations?

· Is the description of the object model complete?

Leveragability – The Common Core should leverage existing commercial, government, or de-facto standards.  This will increase the potential to leverage existing implementations and products that have already leveraged the object models.

Attribute 1 – The object model should have existing successful implementations.  

Measures:

· How many systems is the object model currently integrated?  Are they cross organization or domains?

· Is the object model widely accepted as the formal or de-facto standard?

Attribute 2 – The object model should be able to be integrated as part of a broader object model.

Measures:

· Is the object self-contained and can it be integrated with other objects in a Universal Core?

· Does the object refer to a single real-world entity?

Attribute 3 – The object model should be “backed” by an entity that is respected by the government or commercial sectors as being able to support the needs of the government.

Measures:

· Has the standards body supported successful implementations that cross-organizations or cross-domains?

· Is the standards body the authoritative body for the object model?

· Does the government participate and have influence in the standards body?

� The Common Core Task Force was created by the Senior Enterprise Services Governance Group to develop criteria and metrics for a proposed “Common Core”.   Later guidance changed the working terminology to “Universal Core”.


� National Strategy for the Physical Protection of Critical Infrastructures and Key Assets, Feb 2003


� The use of XML itself is not essential, as demonstrated by alternative generic data formats such as ASN.1, JSON, YAML, etc. that satisfy many of the same design goals.
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