Brand, Per your suggestion.  The first half of e-mail is Pat's letter to me.  The second half contains Pat and his groups’ recommendation for Goal 2.  If possible I would like this committees recommendation as to which to include in plan in order to have it reflected in Version #2 which will be handed out at Wednesdays meeting (working group).   Please acknowledge receipt of this e-mail.  Pat and his team did a great job and their efforts are appreciated.  Vr/ Ms Schmith 

First Half

To:  Michelle Schmith From:  Patrick Plunkett  Cc:  Hord Tipton, George Strawn 

In July, you asked the Performance Management Community of Practice under the Best Practices Committee to develop performance metrics for the goals of version one of the Chief Information Officers Council draft strategic plan.  As cochairman of this community of practice, I accepted the task.  In the time frame in which you asked for the metrics, only limited participation was possible.  I developed the attached performance indicators and included ideas for additional indicators from Mark Hess (WTMG) and Steve Ney (MITRE) and offer them for consideration. 

The best ways to develop useful performance metrics is through dialog and facilitated sessions with individuals who will be responsible for the results and reporting on the metrics.  Through dialog, participants first clearly define and reach consensus on the performance needed or desired and the strategy to achieve it.  Then, through facilitation, the participants develop the metrics followed by creating documentation for the metrics including formulae, measurement methods, data sources, and frequency of measurement. 

Given the time and resource constraints, facilitated sessions were not possible.  To satisfy your request, I provided lead and lag indicators for each goal based upon my knowledge of the challenges that Federal CIOs face.  I based them also on what I think the government should be measuring or standing for.  The lead indicators track the results of specific actions, for example, adoption by agencies of the Federal Enterprise Architecture that contribute to the ultimate goal.  The lead indicators reflect the initiatives or strategy to achieve the goals.  The lag indicators track the ultimate goal or outcome.  I provided indicators for what I think is the ultimate result of achieving the goals.  Lead indicators determine whether the strategy is being implemented and the lag indicators evaluate whether the strategy is effective. 

The goals are vry broad.  Many interpretations of the results desired are possible.  The first step is to define and reach consensus with  work group members and then with the council members.  I recommend that the work groups evaluate whether the indicators measure the results desired and whether they are valid.  Valid performance measures are ones that measure what was intended.  If the work groups desire other indicators, I offer the following guidelines and the attached indicators and documentation as a model. 

To develop effective performance measures, one must specifically define the results needed or desired.  For example, stakeholder satisfaction needs to be further defined, e.g., ease to find information or the avoidance to have to repeatedly provide the same information to the same or multiple agencies.  When developing performance metrics, it is best to not think about how to measure performance.  If one does not know about the choices in measurement methods this will limit the quality of the measures for it is a mistake to choose metrics based upon the data available.  A caveat to this is if the effort to collect measurement data is burdensome then the measures will not likely be implemented. 

Second Half: 

Goal 2:  Secure, Rapid and Reliable Information to All Federal Government Stakeholders 

Lead Indicators:  % of  federal systems certified and accredited as secure 

Purpose:  determine the percentage of systems that have proper level of security 

Definition/formula:  the number of federal systems that are accredited and certified divided by the total number of federal systems ("federal systems" need to be furthered defined, e.g, # of mission critical systems) 

Measurement method:  Count the number of systems reported by agencies 

Source:  Federal Information Security Management Act (FISMA) reports 

Frequency:  quarterly 

Targets:  TBD 

# of unauthorized intrusions, # of major virus outbreaks 

Purpose:  track how well federal systems are secure and whether security procedures are effective 

Definition/formula:  the number of unauthorized intrusions (internal and external) that occurred 

Measurement method:  Query of FED-CIRC systems for the number of incidents per month 

Source:  Federal Computer Incident Reporting Center (may need metric to determine to what degree agencies report incidences) 

Frequency:  monthly 

Targets:  TBD 

Other possible lead indicators: 

Idea:  Focus on degree the IT systems are meeting their performance targets 

% of agencies that have successfully tested information distribution and communication capabilities with stakeholders 

Lag Indicator:  Stakeholder satisfaction with government information and services 

Purpose:  determine how satisfied the public is with government information and services 

Definition/formula:  stakeholder rating of satisfaction (satisfaction needs to be specifically defined, e.g. ease of access, completeness, number of times to provide the same information, protection of private information) 

Measurement method:  Survey of stakeholder opinions 

Source:  Survey conducted by private firm on government and industry (don't recall name) 

Frequency:  annually 

Targets:  based upon prior year satisfaction level and comparison to industry prior year satisfaction level

